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Overview

The DNP Master Ethernet Driver provides an easy and reliable way to connect DNP Master Ethernet devices to OPC
Client applications, including HMI, SCADA, Historian, MES, ERP and countless custom applications.
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Channel Setup

In the DNP3 protocol, a channel describes a communications path between two endpoints. DNP3 sessions
describe specific communications between a DNP master node (server channel) and a DNP slave node (server
device). In the DNP Master Ethernet driver, DNP sessions are represented as server devices for each channel.
Thus, the server channel describes the communications conduit over which the master and slave will com-
municate. The other endpoint of the DNP channel may have one or more slave nodes available.

Advanced

The Advanced dialog is used to specify whether data should be limited to one channel at a time.

Hew Channel - Advanced il

Thiz driver iz capable of limiting data franzmizgions o
one channel at a time. To enable, azzign thiz channel
ko a Virtual Metwork. All channels in a network will be
granted permizzion to communicate in a round-robin
manner. Select Mone to dizable.

— Communication Serialization

Yirtual Metwaork: |l -

¢ Back I Mewt » I Cancel Help

Description of the parameter is as follows:

e Virtual Network: This parameter specifies the channel's mode of communication serialization. Options
include None and Network 1 - Network 50. None disables communication serialization for the channel. Net-
work 1 - Network 50 specifies the virtual network to which the channel will be assigned. The default set-
ting is None.

Note: For more information on communication serialization, refer to "Channel Properties - Advanced" in
the server help documentation.

See Also: Timing and Other Considerations

Communications General

The Communications General dialog is used to specify the protocol settings for communication with the DNP out-
station.
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Mew Channel - Communications General | 5[

Set the communication protocol zettings for
communicating with the DMP outstation

ou may set the protocol, zource port (IDP
Pratacal Only - aptianal - et if you want the

master to bind to a specific port], and the
destination |P and paort.

Protacal TR

Source Part; IEI

D estination Host: |255.255.255.255

Destination Port: IEDDEIEI

¢ Back I Mewt » I Cancel Help

Descriptions of the parameters are as follows:

e Protocol: Options include TCP and UDP. The default setting is TCP.
e Source Port: The default setting is 0.

Note: When the chosen protocol is TCP, this parameter will be greyed out.
e Destination Host: The default setting is 255.255.255.255.
e Destination Port: The valid rangeis 1 to 65535. The default setting is 20000.

Timing
The Timing dialog is independent of any OPC timeout values and only affects the DNP communications with slave
units. It is used to specify the length of time the driver will wait until a connect or response timeout occurs.
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Mew Channel - Timing il

Set how long [in zeconds] we should wait for a
connection request to complete before timing
ok,

S et how lang [in millizecands] o wait for a
rezponse before timing out,

Connect Timeout [zec): IE 3:
Besponze Timeout [mz]: I'I aooo 3:

¢ Back I Mewt » I Cancel Help

Descriptions of the parameters are as follows:

e Connect Timeout (sec): This parameter specifies how long the device will wait for a connection
request to complete before timing out. The valid range is 1 to 30 seconds. The default setting is 3 sec-
onds.

¢ Response Timeout (ms): This parameter specifies how long the device will wait for a response to a
request before timing out. The valid range is 100 to 3600000 milliseconds. The default setting is 10000
milliseconds.

Note: For more information on performance, refer to Timing and Other Considerations.
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Device Setup

Communication Protocol
Distributed Network Protocol 3.0 (DNP3) via TCP or UDP.

Supported Devices
Any DNP3 slave device.

Maximum Channels and Devices

The maximum number of channels supported by this driver is 1024. The maximum number of devices (per chan-
nel) is 1024. This driver uses one socket per channel.

Device IDs
The Device ID property is not available to this driver.

Cable Diagrams

Patch Cable (Straight Through)

TD + 1 ]0RMWHT ORMWHT[T TD +
TD- 2|0R OR|2 TD -
RD + 3|GRN/WHT GRN/WHT|3 RD +

4|BLU BLU| 4

5 |BLU/MWHT BLU/WHT|5 10 BaseT
RD- 6|GRN GRN|6 RD -

7|BRNfWHT BRN/WHT]| 7

8|BRN BRN| g
RJ45 RJ45

Crossover Cable 12345678

TD + 1]0RMWHT GRNMWHT[T TD + _
TD- 2|0R GRN|2 Tp- | 8-pin RJ45
RD + 3|[GRN/WHT OR/MWHT|3 RD +

4|BLU BLU| 4

5| BLUMHT BLUMHT |5
RD - 6|/GRN OR|6 RD -

7|BRNfWHT BRNAWHT]| 7

8|BRN BRN| g
RJ45 RJ45

Communications

The Communications dialog is used to specify the DNP Master and Slave's 16 bit addresses.
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New Device - Communications x|

Set the 16-bit Addreszes for the DMEP Master
[thiz device] and Slave [remote device). Set the
Request Timeout in millizeconds. Set the TCP
Keep-flive Interval in seconds.

Master Address: 3] =i
Slave Address: 4 =i
Bequest Timeout [mz); |3':”:”:":| _lj

Eeep-dlive Interval [sec]: 0

||

< Back I Mewst = I Cancel Help

Descriptions of the parameters are as follows:

e Master Address: This parameter specifies the address to which the DNP slave devices will talk. The
address must be unique and can range from 0 to 65519. Some addresses are reserved. The default set-
ting is 3.

e Slave Address: This parameter specifies the slave address. The valid range is 0 to 65519. The default
setting is 4.

e Request Timeout (ms): This parameter specifies the amount of time in which a command must be com-
pleted once it is transmitted. The valid range is 0 to 3600000 ms. The default setting is 30000 ms.

Note: For more information on performance, refer to Timing and Other Considerations.

o Keep-Alive Interval (sec): This parameter specifies when to transmit a keep-alive status request to the
slave. The valid range is 0 to 86400 seconds. The default setting is 0 seconds (which indicates that a
keep-alive status request message will not be sent).

Important: The status request will only be transmitted if the entire Keep-Alive Interval elapses without
any communication from the slave. The keep-alive timer will restart whenever a message is received from
a slave. If a response is not received from the keep-alive status request, the connection will be called
broken and the appropriate action will be taken. If a keep-alive design is desired and polling for events
occurs, users should set the Keep-Alive Interval longer than the Event Poll Intervals. In this situation, the
received event poll response will restart the keep-alive timer: as a result, no keep-alive status request will
be sent. A keep-alive status request would only be transmitted if polling were to cease.

Note: This parameter is disabled when the channel protocol is set to UDP.

Time Sync Style
The Communications dialog is also used to specify the device's time synchronization style.
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New Device - Communications x|

Ize LAM time sync style if the device supparts
function code 24, otherwize use Seral. If uzing
Serial time zunc style, the delay measurement
apyhc option can be selected,

Time Sync Style: =

[T | Use Delay teasure it Time Syne

< Back I Mewst = I Cancel Help

Descriptions of the parameters are as follows:

e Time Sync Style: This parameter specifies the DNP master's style of time synchronization, which will be
used when a synchronization request is received from the slave. Options include Serial and LAN. In Serial,
the DNP master makes a delay measurement using function code 23 over the link and then writes a lag-
corrected value using Object Group 50 - Variation 1. In LAN, the DNP master first sends a request with
function code 24 to tell the slave to record the current time. Then, the master writes the current time
using Object Group 50 - Variation 3. The default setting is LAN.

e Use Delay Measure in Time Sync: When checked, this parameter specifies that the delay measure
function code 23 will be used in time synchronization. This option is only available when the Serial Time
Sync Style is selected. The default setting is unchecked.

PoIIing_;

Event Class Polling

The Event Class Polling dialog is used to specify the frequency with which each event class will be polled for data
changes. The valid range is 0 to 86400 seconds (24 hours). To turn off the event poll for a given class, enter zero
(0). The default setting is 5 seconds.
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New Device - Event Clazz Polling x|

The Event Pall intervalz zpecity how aften each
Event Clazz will be polled for data changes.

Event Class 1 Poll Interval [zec]  |& _:I

Ewent Clazz 2 Pall Interval [zec] g _I

Ewvent Clagz 3 Poll Interval [zec] |5 _I:

< Back I Mewst = I Cancel Help

Integrity Polling
The Integrity Polling dialog is used to specify the frequency with which classes 0, 1, 2, and 3 will request data.

Mew Device - Integrity Polling x|

The Integrity Pall interval specifies how often
Clazs 01,23 data will be requested.  [ntegrity
pollz can alzo be done when the master restarts,
the slave comes online, and/or the slave
indicates it haz an event buffer overflow.

Integrity Pall Interval [zec]

lzzue Integrity Poll on: [ Restart
[ Slave Online
[~ Buifer Dverflow

¢ Back I Mest > I Cancel Help

Descriptions of the parameters are as follows:

e Integrity Poll Interval (sec): This parameter specifies the frequency with which a complete data
retrieval will be requested from the DNP slave device. To turn off integrity polling, enter zero (0). The
valid rangeis 0 to 2592000 seconds (30 days). The default setting is 3600 seconds.

e Issue Integrity Poll on: This parameter specifies when integrity polls will occur. Options include
Restart, Slave Online and Buffer Overflow. The default setting is Restart.
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Unsolicited Messaging

The Unsolicited Messaging dialog is used to specify whether the DNP slave will send class 1, 2, and 3 unsolicited

data updates.

Mew Device - Unsolicited Meszaging

DMFP Slave can be configured to send data
Lpdates without zalicitation. Automatic' takes no
action [Slave's dizcretion). 'Enable’ permitz
unzolicited meszages. 'Dizable’ turns aff thiz
feature. Unzolicited meszages duning starbup can
be dizabled.

Unzolicited Mode Clazs 1; [ R El

Unzolicited Mode Clazs 2: I.-’-'-.ut::umatin: j

Unzolicited Mode Clazs 3 I.-'l'-.utclmatin: j

™| Dizable unsolicited messaging during start up

X

¢ Back I Mest > I Cancel Help

Descriptions of the parameters are as follows:

e Unsolicited Mode Class 1, 2, and 3: These parameters specify whether unsolicited messaging will be
allowed. Options include Automatic, Enable, and Disable. Automatic takes no action and is at the
slave's discretion. Enable permits the reporting of data updates for the selected classes. Disable turns off
unsolicited messaging. The default setting is Automatic.

o Disable unsolicited messaging during start up: When checked, this option will disable unsolicited
messaging during start up. This option is only available when one or more classes have Enable selected
and no class has been set to Automatic. This setting applies to all Event classes. The default setting is

unchecked.

Event Playback

The Event Playback dialog is used to specify when to retain a set number of updates and then deliver them to
clients. DNP slave devices may be configured to retain event reports until contacted by a DNP master. The slave
will typically deliver these event reports in bulk when responding to an integrity poll, event poll, or via unsolicited
messages. The DNP Driver retains only the most recent update for a given I/O point and discards most or all of

the historical stream by default.

www. kepware.com



DNP Master Ethernet Driver Help 17

New Device - Event Plapback x|

Enabling event butfering allows event reports
from the device to be buffered and then played
back zo the clients can collect them all,

[ Enable Event Bulfer

S

tdax Events Per Point; 100 =

Flayback Fate [mzecs) |2EIEIEI _%

< Back I Mewst = I Cancel Help

Descriptions of the parameters are as follows:

¢ Enable Event Buffer: When checked, this option allows event reports from the remote DNP device to be

buffered and played back for OPC client collection. The default setting is unchecked.

Note: The client may display intermittent buffered values if the slave sends buffered data while Event
Playback is turned off.

Max Events Per Point: This parameter specifies the maximum events to be collected per point. The
valid rangeis 1 to 10000. The default setting is 100.

Note: More than the specified Max Events Per Point could be played back if the DNP Master Ethernet
Driver is in the middle of processing buffered data from the slave and more events arrive (or if Max Events
Per Point is exceeded during the playback).

Playback Rate (msecs): This parameter specifies the rate at which event reports will be played back.
The valid range is 50 to 10000. The default setting is 2000 milliseconds.

Effects of Playback on Clients

1.

To assure retrieval of all buffered events, the client must have an update rate that is at least twice as fast
as the Playback Rate. If the client's update rate is slower, it will effectively override the Playback Rate.

Event Playback introduces latency to the tags for those affected objects. After the initial burst of events is
played out of the buffer, incoming updates will only be reported at the Playback Rate. New updates may
have a time period of 2000 milliseconds between arriving and reporting to clients (at the default set-
tings).

Note: Buffering should only be used when preservation of the event stream is more important than timely
delivery of point updates. If a tag's event buffer fills up, new reports will displace the oldest reports in the
queue.

Tag Import

The Tag Import dialog is used to specify options for importing tags from the DNP device.
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New Device - Tag Import x|

Select desired options far imparting tags from the
DMP device.

— Select Tagz for [mpart

[~ Btandard Device dtribuies
[ User Defined Device Attibutes
[T DataSets
[Vata Set Tlag Subtypes;
¥ | Walue Tags
™| Explicit Tiags

< Back I Mewst = I Cancel Help

Descriptions of the parameters are as follows:

e Standard Device Attributes: When checked, the driver will create tags for standardized Object Group
0 Device Attributes defined by DNP3 at set index 0. The default setting is unchecked.

e User Defined Device Attributes: When checked, the driver will create tags for Object Group 0 Device
Attributes indexes 1 and above. The default setting is unchecked.

e Data Sets: When checked, the driver will create tags for Object Group 87 - Data Sets. The default setting
is unchecked.

Note: The DNP Master Ethernet Driver will not create tags for data sets with more than 32 elements.

e Data Set Subtypes: This parameter specifies the sub-type of the Data Set Tags. It is only available when
data sets are selected for import. The default setting is Value Tags. For more information on sub-types,
refer to Address Descriptions.

Important: The driver will create all tag groups through communication with the device after it has been deter-
mined that tags are available in the target device. For accurate tag import, the communication settings must be
correct.

Note: When the Tag Import settings are accessed through the Device Properties, an Import Tags button will be
available. When clicked, this button will import the tag types specified in "Select Tags for Import".
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Device Properties x|

Izer Humbers/Update Feps I Advanced
General I Communications I Clazz Polling I Unzolicited
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— Select Tagz far Impark
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[Mata Set Tag Subtypes;
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The Authentication dialog is used to configure the device's Authentication settings.

Mew Device - Authentication

Enabling authentication allows the master ba
unarmbiguously determing that it iz
cormmunicating with the corect aukstatian,

IV Enable Authenticatior:

¥ Enable &ggressive Mode Support
Sezzion Key

Change Intereal [secl |200

||

Change Counk: 1000 2

Feply Timeout [maec): 2000 :

i

]

b ax Errar Count;

||

X

¢ Back I Mest > I Cancel | Help

Descriptions of the parameters are as follows:

e Enable Authentication: When checked, this parameter enables Authentication. If the device requires
Authentication, the master will need to configure it as well. The default setting is unchecked.

Note: A tag import will be performed when this property is changed. This ensures that the Authentication

Object internal statistics tags will be automatically generated if Authentication is enabled. These tags are
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pre-defined, and may be imported without communication with the device.

o Enable Aggressive Mode Support: When checked, this parameter reduces traffic by not requiring a
critical request "challenge and reply" after at least one "challenge and reply" was successful during the
session key change interval. The default setting is checked.

e Session Key Change Interval (sec): This parameter specifies the session key change timeout that will
be used by the master to determine when to change session keys. When a value of 0 is entered, Session
Key Change Count will be used instead. The valid range is 0 to 7200 seconds. The default setting is 900
seconds.

e Session Key Change Count: This parameter specifies the number of transmitted authentication mes-
sages at which the master will change session keys. The messages may have been transmitted in either
direction. The valid rangeis 0 to 65535. The default setting is 1000.

¢ Reply Timeout (msec): This parameter specifies how long the device will wait for an Authentication
reply. The valid range is 0 to 300000 milliseconds. The default setting is 2000 milliseconds.

e Max Error Count: This parameter specifies the number of error messages that will be sent before error
message transmission is disabled. It is also used to limit the number of Authentication attempts when
there is no reply from the slave. With proper timeout settings, the maximum number of authentication

retries per response timeout will be Max Error Count + 2. The valid range is 0 to 10. The default setting is
2.

Note: The DNP Master Ethernet Driver will automatically match the HMAC algorithm as configured in the slave.

Update Key Authentication

When "Enable Authentication" is checked, the New Device Wizard will present the following additional dialog.
When it is not checked, this dialog will not be displayed.

New Device - Authentication x|

Enabling authentication allows the master ta
unambiguouszly determine that it iz
communicating with the corect outstation,

LCurrent Uzer Mumber: -

Ilzer Mumber | |lpdate Key -
1

1]

o |
1]

1]

1] -
1| | »

< Back I Mest » I Cancel | Help |

Descriptions of the parameters are as follows:

e Current User Number: This parameter specifies the User Number that will be used to retrieve the
Update Key during Authentication. The valid range includes only those values in the User Number/Update
Key table. The default setting is 1.

e User Number/Update Key: This parameter displays an array of 10 users, each with their own 16 hex-
adecimal byte Update Key. The same User Number/Update Key combination must be configured in the
device. The valid range for User Number is 0 to 65535. The default setting for the first row of User
Numbers is 1. All others are 0.

To edit a specific row's User Number and Update Key, double-click on it.
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Uszer Humber £ Update Key

Uszer Mumber: |1
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Descriptions of the parameters are as follows:

e User Number: This parameter modifies the current User Number.

o Update Key: This parameter modifies the existing Update Key. Update Keys can be entered
either as 32 characters (such as "493B56AF89120C0429767DB301C63CA8") or as 16 sets of 2
characters that are separated by spaces (such as "49 3B 56 AF 89 12 0C 04 29 76 7D B3 01 C6

3CA8").

Advanced

The Advanced dialog is used to specify the operate mode, whether to perform a feedback poll after a write, how to
display the DNP .Timestamp, and whether to exchange data sets on restart.

Mew Device - Advanced

|1 thiz dialog, select whether to perform a select
befare an operate, whether to perform an
immediate read after a write, whether to display
timestamps in UTC or local time format, and
whether to exchange data setz on regtart,

Dperate Mode: Direct Operate j

¥ Enable Feedback Poll after write

r Caonwert UTC Timestamp to local bme
[Dizplaved in . Timeztamp tags]

¥ Exchange Data Sets with slave on restart

< Back I Mewst = I Cancel

Help

Descriptions of the parameters are as follows:

e Operate Mode: This parameter determines whether the writable I/0 points (Object Group 10 - Binary
Outputs and Object Group 40 - Analog Outputs) will use the Direct Operate or Select then Operate
sequence. The default selection is Direct Operate.

Note: Individual tags' write behavior can override this setting by writing a Boolean True to the output's
corresponding .DO or .SO sub-type tags. For more information, refer to DNP DO and SO sub-types.
¢ Enable Feedback Poll after write: When checked, this parameter will enable a feedback poll to occur
after a write. The default setting is checked.
e Convert UTC Timestamp to local time: When checked, this parameter will convert the UTC timestamp
to local time. It will be displayed in .Timestamp tags. The default setting is unchecked.
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¢ Exchange Data Sets with slave on restart: When checked, this parameter ensures that the data set
prototypes and descriptors will be exchanged with the slave whenever the master or slave restarts. When
unchecked, the initial exchange of data sets will not take place. If a Data Set Tag needs to be updated, the
data set prototype and descriptors must be exchanged before requesting the update. If the master
restarts and does not exchange data sets, any data set events that occurred before the master restarted
will be lost: the master will not have knowledge of the data sets. The default setting is checked.

Timing and Other Considerations

Suggested Time Settings
Since the DNP3 protocol keeps communications at a minimum, the following suggested settings will help the OPC
server and driver operate efficiently.

1. Only one transaction can be handled on the communications channel at a time. In situations where mul-
tiple devices share a single communications channel, the driver must move from one device to the next as
quickly as possible in order to gather information at an effective rate. As more devices are added (or more
information is requested from a device), the overall update rate will begin to suffer.

Note: An unresponsive device will block the other devices on that channel from receiving service while
the Channel Response Timeout elapses. The explicit requests to the devices will slow down, and the event
poll intervals will be affected once one or more devices fail to respond.

2. The entire send and receive transaction for a device must complete within the Device Request Timeout. If
the send is successful, the response must be received within the Channel Response Timeout. The Device
Request Timeout should be greater than or equal to the Channel Response Timeout.

3. Timeouts should be set to accommodate the responsiveness of a particular slave device: they should not
be set too low. For example, if the Device Request Timeout and/or Channel Response Timeout were set to
zero, the driver would be perpetually timed out and all effective communication would cease. Under these
circumstances, users would likely receive Event Log error messages such as "Device '<device name>'is
not responding". To determine the best settings for the Channel Response Timeout and the Device
Request Timeout, consider the following example:

There is one communications channel for 10 devices, and 9 of them are offline. Each device will wait the
duration of the Channel Response Timeout (default setting 10 seconds), which will block the other
devices. In order to keep the tenth device from failing due to the Device Request Timeout (default setting
30 seconds), the Device Request Timeout must be longer than it takes all of the offline devices to timeout
one at a time. In this situation, a Device Request Timeout of 100 seconds should allow the tenth device to
successfully complete its send and receive transaction after the nine devices timed out.

4. 1If the channel response timeout is longer than a device's poll interval, a delay may occur in event polling.
For example, a device that shares a channel with other devices is not responding. If any device on that
channel has a poll interval set at a shorter rate than the channel response timeout, the poll interval rate
for that device will not be met. Event polling will occur as soon as the timeout has elapsed and the device
is serviced. Once the device begins communicating again, the event poll interval will return to its defined
rate.

5. Object Group 50 is the slave's clock. Since it cannot be received in event polls or through unsolicited mes-
sages, the DNP Master driver must explicitly request a read. Furthermore, because it is a time datum, the
driver will request a read every time the tag is pulled for an update. On a default instantiation, that is
every 200 ms. To avoid congesting the communications link, create a separate OPC group for the Object
Group 50 time tag and then set that group's update rate to 1000 ms or slower. For more information on all
objects, refer to Object Definitions.

Note: There are a variety of communication serialization tags that can be used to debug timing issues involving a
serialization network. For more information, refer to "Communication Serialization Tags" in the server help doc-
umentation.

Effects of DNP Devices Going Offline

When a device goes offline, it may disrupt the DNP communications for all devices using the same channel. This
is because DNP is a synchronous protocol; meaning, it requires an acknowledgement, timeout, or confirmed fail-
ure for the current command before the next command in the queue may be transmitted. The OPC driver will
often queue multiple commands within a typical DNP timeout period. The DNP stack must dispose of these com-
mands in the order they are received. Outstanding commands for still-responsive slave devices can be blocked
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until the command queue empties. For more examples of offline scenarios, refer to "Suggested Time Settings"
above.

Note: Devices that have gone offline will cause a delay in the shutdown of the OPC server while the server waits
for timeouts to expire.
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Data Types Description

Data Type Description
Boolean Single bit
Word Unsigned 16 bit value

bit 0 is the low bit

bit 15 is the high bit
Short Signed 16 bit value

bit 0 is the low bit

bit 14 is the high bit

bit 15 is the sign bit
DWord Unsigned 32 bit value

bit 0 is the low bit

bit 31 is the high bit
Long Signed 32 bit value

bit 0 is the low bit

bit 30 is the high bit

bit 31 is the sign bit
Float 32 bit floating-point value
Double 64 bit floating-point value
String Null terminated ASCII string
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Address Descriptions

Tag Addressing

Tag addressing is of the form OBJ.VAR.IDX.SUB (ObjectGroup.Variation.Index.Sub-Type), where:

e OBJ: The data Object Group.
e VAR: The variation requested for the tag equates to data type. Strings do not have a variation component.

Note: The variation is only applicable to .Value and .Explicit sub-types. For .Value tags, no request will be
sent to the slave. All variations defined for .Value tags in the master will display the value in the slave's
default event variation. For .Explicit tags, the variation will be used in the request to the slave. If the
request is for variation 0, the slave will return the value in its default static variation. All other variations
for .Explicit tags will be specifically requested from the slave.

e IDX: The specific data object in a given group. For example, IDX 4 is the 5th binary input. Indexes start
with 0 for each Object Group with multiple points. Some objects, such as Objects 50 and 60, do not have
an index component.

e SUB: The specific attribute of the point.

See Also: Other Object Groups

Sub-Types

Values reported to the server from the slave device will be in the slave device's default variation (which may differ
from the server default variation) and will be obtained through report by exception. Certain Object Group var-
iations in the DNP3 protocol will return multiple data items. For example, Object Group 20.1 asks for an analog
input point's 32-bit Value as well as a Flag byte. Many event Object Groups' variations will also return the Time of
Occurrence: because the OPC interface does not handle complex data types, the Value, Flags, and Timestamp
data are not available in a single tag. The OPC server must retrieve the various parts of the combined report in

separate tags.

e For the .SUB Value attribute, the data type is designated by the variation (.VAR). If the variation is .0, the
.SUB Value attribute will have the same data type as the default variation.

e For the .SUB Flags attributes contained within the Flags attribute, the data type is always Boolean. They
are unaffected by the variation.

e For the .SUB Flags attribute, the data type is always Byte. It is unaffected by the variation.
e The .SUB TimeStamp attribute is always Date. It is unaffected by the variation.

Sub-Type

Description

Value

The current value of the point. The data type returned from the slave depends on the default
event variation and the default static variation configured in the slave for the point. The data type
exposed to the client depends on the variation part of the tag address.

Explicit

The current value of the point. The data type varies as determined by the selected variation.
Reading a tag with the Explicit sub-type causes the driver to initiate a DNP Read transaction.

DNP is usually used in a report-by-exception model, where the DNP slave device responds to an
Event Poll with the point data that has changed since the last report. Some DNP slave devices
may have I/O points that are not configured to answer to Event or Integrity polls. These points
require special handling via the .Explicit sub-type. The .Explicit sub-type will trigger a DNP read
transaction for every tag update, which may cause traffic on the DNP bus. Tags using the .Expli-
cit sub-type must use a suitable update rate. Rates of 1000 ms or longer are recommended, as is
limiting the use of .Explicit tags to only where required. It is the user's responsibility to configure
.Explicit tags appropriately.

Note: To reduce traffic, Explicit reads of the same object group and variation are blocked
together to be read 64 at a time. If any tag in the block fails, then the whole block will fail.

TimeStamp

The date and time of the last update received from the slave (if an event has occurred and the
time of occurrence was returned).

A successful write to a .Value or .Explicit tag will cause its corresponding .Timestamp tag quality
to be Bad. The timestamp of the .Timestamp tag will then be the timestamp of the update from
the write. The next time a DNP timestamp is received, the quality of the .Timestamp tag will
change to Good and its timestamp will display the DNP timestamp.

Note: The timestamp of the .Value item will only be updated if its value has changed since the
last update. To find the current DNP timestamp value for the point, use the DNP .Timestamp Tag.
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Online Boolean: True if the slave is online.

Restart Boolean: True if the slave has been restarted.

Lost Boolean: True if communications with this point were lost.

RemoteForce Boolean: True if the point value is forced to its current state at a device other than the end
device.

LocalForce Boolean: True if the point value is forced to its current state at the end device.
Note: Local force is not yet implemented.

Chatter Boolean: True if the slave's chatter filter is activated and applying correction.

Reference Check

Boolean: True if the reference signal used to digitize the analog input is not stable and the result-
ing digitized value may not be correct.

Over-range Boolean: True if the digitized signal or calculation has exceeded its range. The actual value field
can be ignored as its value is not defined.

DO* Boolean: True if a writable point is set to Direct Operate mode. Writing to a tag of this sub-type
will override the global Operate Mode setting. For more information, refer to Operate Mode.

SO* Boolean: True if a writable point is set to Select then Operate mode. Writing to a tag of this sub-
type will override the global Operate Mode setting. For more information, refer to Operate Mode.

Flags The full set of transaction flags (0 through 7) for the specified DNP point.

Operate This limited functionality is only retained to support older projects. New projects should use the

enhanced Operate commands shown below.**

The user specifies a crafted value to write. The .Operate sub-type is implemented as a DWord,
but currently only the lowest 8 bits are significant. Bits 0-3 form a command number. Allowable
values are currently 0-4. Values outside this range result in a failed write. The commands are as
follows:

0 - No operation.

1 - Pulse on.

2 - Pulse off.

3 - Latch on (same as writing a 1 to 10.x.x.Value).
4 - Latch off (same as writing a 0 to 10.x.x.Value).

Bit 4 is the Queue command modifier.
Bit 5 is the Clear command modifier.

Bits 6 & 7 form a Trip-Close command pair. Allowable values are currently 0-2. Values outside
this range result in a failed write.

Bit 6 is the Paired Close command modifier.
Bit 7 is the Paired Trip command modifier.

The allowable commands are as follows:
0 - Nul

1 - Close
2 -Trip

Enhanced Operate Con-

trols

These expanded Operate sub-types allow a user to completely control commands sent to a Con-
trol Relay Output Block. **

Operate.OpType

This Byte contains the specific operation type to perform. The commands are as follows:

0 - No operation.

1 - Pulse on.

2 - Pulse off.

3 - Latch on (same as writing a 1 to 10.x.x.Value).
4 - Latch off (same as writing a 0 to 10.x.x.Value).

Operate.TripCloseCode

This Byte contains the Trip-Close code to apply to the operation. The commands are as follows:

0 - No operation.
1 - Close.
2 - Trip.

Operate.Clear

This Boolean adds the 'Clear' attribute to the command.

Operate.OnTime

This DWord specifies the on-time in milliseconds for the command.
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Operate.OffTime

This DWord specifies the off-time in milliseconds for the command.

Operate.FeedbackDelay

This DWord specifies the time in milliseconds before a feedback poll is performed after the com-
mand completes.

Operate.Set

After all of the parameters above have been written, writing a True to this Boolean will initiate the
command.

*Direct Operate (DO) and Select-then-Operate (SO) sub-types apply only to Object Groups 10 and 40. DO and
SO are not allowed for other Object Groups.
**See Also: Object 10 - Binary Outputs.

Object Group 0 - Device Attributes

These tags are only read explicitly once after start up. If the device does not support Object Group 0 (or the spe-
cific variation), the tag quality will be Bad; as such, explicit reads of this tag will not resume until the Master or

Slave restarts.

Attributes

The default data type is shown in bold.

OBJ.VAR.IDX Attributes*

.SUB Attribute Data Type Access

0.{1-253}.{0-65535%}

Value Byte, Char, Double, DWord, Read/Write

Float, Long, Short, String**, Word

*The IDX attribute indicates the particular set of device attributes that are defined in the device. The set of stand-
ardized device attributes defined by DNP3 are accessible at set index 0; indexes 1 and above are available for ven-
dor-specific attributes.

**Device attribute strings have a maximum length of 210 characters.

Note: Flags do not apply.

Variations

Variations for Object Group 0 do not equate to a specific data type. A variation is a specific element for a set of
device attributes. If the tag is configured by the user, the variation's data type must match the data type that is

configured in the slave.
Examples
Tag Address | Definition Description
0.211.0.Value | Displays the If a value for this tag has not been received from the device, an explicit request will be
standard sent. Once the point has been initialized, the tag will receive its updates from the data
DNP Device store. A second explicit request will only be issued if the slave or master restarts.
Attribute
Number of If the response to the initial request indicates that the device does not support the var-
Analog iation 211 of set 0, then no other request will be issued and tag quality will be Bad. The
Outputs. user must configure the tag's data type to match the data type as configured by the
slave.
0.250.0.Value | Displays the If a value for this tag has not been received from the device, an explicit request will be
standard sent. Once the point has been initialized, the tag will receive its updates from the data
DNP Device store. A second explicit request will only be issued if the slave or master restarts.
Attribute
Manufacturer's | If the response to the initial request indicates that the device does not support variation
product 250 of set 0, then no other request will be issued and the tag quality will be Bad. The
name and user must configure the tag's data type to match the data type as configured by the
model. slave.
0.211.1.Value | Displays the If a value for this tag has not been received from the device, an explicit request will be
custom sent. Once the point has been initialized, the tag will receive its updates from the data
device attribute | store. A second explicit request will only be issued if the slave or master restarts.
setl
variation 211 If the response to the initial request indicates that the device does not support variation
value. 211 of set 1, then no other request will be issued and the tag quality will be Bad. The
user must configure the tag's data type to match the data type as configured by the
slave.
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Object Group 1- Binary Inputs

The status for each point in an Object Group is retained on each transaction; all flags are reported in their sub-
type tags. The corresponding event object may also return Time of Occurrence.

Note: Object Group 1 - Binary Input State is reflected in Object Group 2 - Binary Input Change Event. For more
information, refer to Other Object Groups.

Attributes

The default data type is shown in bold.

OBJ.VAR.IDX Attributes .SUB Attribute Data Type Access
1.{0,1,2}.{0-65535} Chatter, LocalForce, Lost, Onlineg, Boolean Read Only
RemoteForce, Restart

1.{0,1,2}.{0-65535} Flags Byte Read Only
1.{0,1,2).{0-65535} TimeStamp Date Read Only
1.0.{0-65535} Value, Explicit Boolean Read Only
1.1.{0-65535} Value, Explicit Boolean Read Only
1.2.{0-65535} Value, Explicit Byte Read Only
Variations

Number Description

0 Variation determined by slave device.

1 Packed format.

2 With Flags.

DNP Object Flag Definitions
If the device returns an exception bit set, the quality of the .Value or .Explicit tag will be Bad. The following avail-
able bits are exception bits, excluding Online and State. Descriptions are as follows:

e 0: Online
e 1: Restart
e 2: Communications Lost
e 3: Remote Force
e 4: Local Force
e 5: Chatter
e 6: Reserved
e 7: State - Status of input.
Examples
Tag Address Definition | Description
1.0.0.Value Value of This tag is updated from the data store that is populated via responses to integrity and
point 0 as a | event polls. An explicit request will not be sent to the device. Although the slave could
Boolean. return variation 1 or 2 (depending on its Object Group 2 default event variation), this tag
will display the state of the binary input point 0 without the flags.
1.0.5.Explicit Value of An explicit request will be sent to the device to get the value for this tag. Other object 1
point 5 as a | variation 0 Explicit tags will be blocked with this one in one request. Although the slave
Boolean. could return variation 1 or 2 (depending on its default static variation), this tag will dis-
play the state of the binary input point 5 without the flags.
1.1.10.Explicit Value of An explicit request will be sent to the device to get the value for this tag. Other object 1
point 10 as | variation 1 Explicit tags will be blocked with this one in one request. Although the slave
a Boolean. [ may have returned the response with other points in a packed format, this tag will only
display the 0 or 1 depending on the state of point 10.
1.1.10.Value Value of This tag is updated from the data store that is populated via responses to integrity and
point 10 as | event polls. An explicit request will not be sent to the device. The variation of 1 in the tag
a Boolean. |address sets the data type of the tag, but does not define the data type returned by the
slave. The slave uses object 2 default event variation.
1.2.10.Explicit Value of An explicit request will be sent to the device to get the value for this tag. Other object 1
point 10 as | variation 2 Explicit tags will be blocked with this one in one request. This tag will display
a byte the status of the point as a byte where bits 0-6 are the flags and bit 7 is the state of the
digital input point 10.
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1.0.8.Timestamp

Event Time
of
Occurrence
of point

8 (if an
event has
occurred
and the
time of
occurrence
was
returned).

This tag is updated from the data store that is populated via responses to integrity and
event polls. An explicit request will not be sent to the device. This tag will show a times-
tamp of 1999-11-30T00:00:00 or 1899-12-30T00:00:00. It will have Bad quality until
the device sends an event with the time. The Object Group 2 default event variation on
the device needs to be 2 or 3 in order for it to return the event time of occurrence.

1.0.9.Flags

Latest Flag
byte for
point 9.

This tag is updated from the data store that is populated via responses to integrity and
event polls or an explicit request for binary input point 9. An explicit request will not be
sent to the device. The value of this tag will display the latest flags' byte received for
point 9 (regardless of the variation in the tag address).

1.0.3.Lost

Latest state
of bit 2

of the Flag
byte for

This tag is updated from the data store that is populated via responses to integrity and
event polls or an explicit request for binary input point 3. An explicit request will not be
sent to the device. The value of this tag will display the state of bit 2 from the flags byte
received for point 3 (regardless of the variation in the tag address).

point 3.

Object Group 3 - Double Bit I

nputs

The status for each point in an Object Group is retained on each transaction; all flags are reported in their sub-
type tags. The corresponding event object may also return Time of Occurrence.

Note: Object Group 3 - Double Bit Input State is reflected in Object Group 4 - Double Bit Input Change Event. For

more information, refer to Other Object

Groups.

Attributes
The default data type is shown in bold.

OBJ.VAR.IDX Attributes .SUB Attribute Data Type Access
3.{0,1,2}.{0-65535} Chatter, LocalForce, Lost, Online, Boolean Read Only
RemoteForce, Restart

3.{0,1,2}.{0-65535} Flags Byte Read Only
3.{0,1,2}.{0-65535} TimeStamp Date Read Only
3.0.{0-65535} Value, Explicit Byte Read Only
3.1.{0-65535} Value, Explicit Byte Read Only
3.2.{0-65535} Value, Explicit Byte* Read Only

*The extra bits are used to provide Flags.

Variations
Number Description Bits
0 Variation determined by slave device. N/A.
1 Packed format. Bits 0 and 1: 0 is Intermediate, 1 is OFF,
2 is ON, 3 is Indeterminate.
2 With Flags. Bits 6 and 7: 0 is Intermediate, 1 is OFF,
2 is ON, 3 is Indeterminate.

DNP Object Flag Definitions

If the device returns an exception bit set, the quality of the .Value or .Explicit tag will be Bad. The following avail-
able bits are exception bits, excluding Online and State. Descriptions are as follows:

e 0: Online

: Restart

: Communications Lost
: Remote Force

: Local Force

A W N EH O
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e 5: Chatter

e 6: State - Status of input.
e 7: State - Status of input.

Examples
Tag Address Definition | Description
3.0.0.Value Value of This tag is updated from the data store that is populated via responses to integrity and
point 0 as a | event polls. No explicit request is sent to the device. Although the slave could return var-
Byte. iation 1 or 2 (depending on its Object Group 4 default event variation), this tag will dis-
play the state of the double-bit binary input point 0 without the flags.
3.0.5.Explicit Value of An explicit request will be sent to the device to get the value for this tag. Other object 3
point 5 as a | variation O Explicit tags will be blocked with this one in one request. Although the slave
Byte. could return variation 1 or 2 (depending on its default static variation), this tag will dis-
play the state of the double-bit binary input point 5 without the flags.
3.1.10.Explicit Value of An explicit request will be sent to the device to get the value for this tag. Other object 3
point 10 as | variation 1 Explicit tags will be blocked with this one in one request. Although the slave
a returned the response in a packed format, possibly with other points, this tag will only
Byte. show 0 (intermediate), 1 (Off), 2 (On), or 3 (indeterminate) depending on the state of
point 10.
3.1.10.Value Value of This tag is updated from the data store that is populated via responses to integrity and
point 10 as | event polls. No explicit request is sent to the device. The variation of 1 in the tag address
a sets the data type of the tag, but does not define the data type returned by the slave
Byte. (which uses its object 4 default event variation).
3.2.10.Explicit Value of An explicit request will be sent to the device to get the value for this tag. Other object 3
point 10 as | variation 2 Explicit tags will be blocked with this one in one request. This tag will display
a the status of the point as a byte where bits 0-5 are the flags and bits 6 & 7 are the state
Byte. of the digital input point 10.
3.0.8.Timestamp | Event Time | This tag is updated from the data store that is populated via responses to integrity and
of event polls. No explicit request is sent to the device. This tag will show a timestamp of
Occurrence | 1999-11-30T00:00:00 or 1899-12-30T00:00:00. It will have Bad quality until the
of point 8 device sends an event with the time. The Object Group 4 default event variation on the
(if an event | device needs to be 2 or 3 in order for it to return the event time of occurrence.
has
occurred
and the
time
of occur-
rence was
returned).
3.0.9.Flags Latest Flag | This tag is updated from the data store that is populated via responses to integrity and
byte for event polls or an explicit request for binary input point 9. No explicit request is sent to
point 9. the device. The value of this tag will display the latest flags' byte received for point 9
regardless of the variation in the tag address.
3.0.3.Lost Latest state | This tag is updated from the data store that is populated via responses to integrity and

of the bit 2
of the Flag
Byte for
point 3.

event polls or an explicit request for binary input point 3. No explicit request is sent to
the device. The value of this tag tag will display the state of bit 2 from the flags byte
received for point 3 regardless of the variation in the tag address.

Object Group 10 - Binary Outputs

The status for each point in an Object Group is retained on each transaction; all flags are reported in their sub-
type tags. The corresponding event object may also return Time of Occurrence.

Note: Object Group 10 - Binary Output State is reflected in Object Group 11 - Binary Output Change Event,
Object Group 12 - Control Relay Output Block, and Object Group 13 - Binary Output Command Event. For more
information, refer to Other Object Groups.

See Also: Object Group 12 - Binary Output Commands

Attributes

The default data type is shown in bold.
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OBJ.VAR.IDX Attributes .SUB Attribute Data Type Access
10.{0,1,2}.{0-65535} LocalForce, Lost, Online, RemoteForce, Restart Boolean Read Only
10.{0,1,2}.{0-65535} DO, SO Boolean Read/Write
10.{0,1,2}.{0-65535} Operate.Set, Operate.Clear Boolean Read/Write
10.{0,1,2}.{0-65535} Operate.OpType, Operate.TripCloseCode Byte Read/Write
10.{0,1,2}.{0-65535} Operate.OnTime, Operate.OffTime, DWord Read/Write

Operate.FeedbackDelay
10.{0,1,2}.{0-65535} Flags Byte Read Only
10.{0,1,2}.{0-65535} TimeStamp Date Read Only
10.0.{0-65535} Value, Explicit Boolean Read/Write
10.1.{0-65535} Value, Explicit Boolean Read/Write
10.2.{0-65535} Value, Explicit Byte* Read Only

*The extra bits are used to provide Flags.

Variations
Number Description
0 Variation determined by slave device.
1 Packed format.
2 Status with Flags.

DNP Object Flag Definitions

If the device returns an exception bit set, the quality of the .Value or .Explicit tag will be Bad. The following avail-

able bits are exception bits, excluding Online and State. Descriptions are as follows:

[ )
N o o1~ WN = O

: Online

: Restart

: Communications Lost
: Remote Force

: Local Force

: Reserved

: Reserved

: State - Status of input.

Binary Output Examples

Boolean.

Tag Address Definition Description
10.0.0.Value Value of point 0 as a This tag is updated from the data store that is
Boolean. populated via responses to integrity and event polls.

No explicit request will be sent to the device.
Although the slave could return variation 1 or 2
(depending on its Object Group 11 default event
variation), this tag will display the state of the binary output point 0
without the flags.

10.0.5.Explicit Value of point 5 as a An explicit request will be sent to the device to get

the value for this tag. Other object 10 variation 0
Explicit tags will be blocked with this one in one
request. Although the slave could return variation 1
or 2 (depending on its default static variation), this
tag will display the state of the binary output point
5 without the flags.

10.1.10.Explicit

Value of point 10 as a
Boolean.

An explicit request will be sent to the device to get

the value for this tag. Other object 10 variation 1
Explicit tags will be blocked with this one in one
request. Although the slave may return the response
with other points in a packed format, this tag will only
show the 0 or 1 (depending on the state of point 10).

10.1.10.Value

Value of point 10 as a
Boolean.

This tag is updated from the data store that is
populated via responses to integrity and event polls.
No explicit request will be sent to the device. The
variation of 1 in the tag address sets the data type
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of the tag. It does not define the data type returned
by the slave, which uses its Object Group 11 default
event variation.

10.2.10.Explicit

Value of point 10 as a
Byte.

An explicit request will be sent to the device to get
the value for this tag. Other object 10 variation 2
Explicit tags will be blocked with this one in one
request. This tag will display the status of the point
as a byte, where bits 0-6 are the flags and bit 7 is
the state of the digital output point 10.

10.0.8.Timestamp

Event Time of
Occurrence of point 8
(if an event has
occurred and the time
of occurrence was
returned).

This tag is updated from the data store that is populated via
responses to integrity and event polls.

No explicit request will be sent to the device. This

tag will show a timestamp of 1999-11-30T00:00:00

or 1899-12-30T00:00:00. It will have Bad quality

until the device sends an event with the time.

The Object Group 11 default event variation on
the device needs to be 2 in order for it to return
the event time of occurrence.

10.0.9.Flags

Latest Flag byte for
point 9.

This tag is updated from the data store that is
populated via responses to integrity and event polls
or an explicit request for binary output point 9. No
explicit request will be sent to the device. The value
of this tag will display the latest flags' byte received
for point 9 (regardless of the variation in the tag
address).

10.0.3.Lost

byte for point 3.

Latest state of bit 2 of the Flag

This tag is updated from the data store that is populated via
responses to integrity and event polls

or an explicit request for binary output point 3. No

explicit request will be sent to the device. The value

of this tag tag will display the state of bit 2 from the

flags' byte received for point 3 (regardless of the

variation in the tag address).

10.0.2.DO

Boolean value indicating
if operations on binary
output point 2 should
be Direct Operate or
Select then Operate.

Writing to this tag will not cause an explicit write to
the device. It also will not change the overall device
property for Operate Mode: it only changes it for
Binary Output point 2. The variation of the tag does
not matter.

The value of this tag will be used when an operation

is performed on binary output point 2 either using the
Operate sub-type commands or a
synchronous/asynchronous write toa 10.x.2.Value
or 10.x.2.Explicit tag.

10.0.2.S50

Boolean value indicating
if operations on binary
output point 2 should
be Direct Operate or
Select then Operate.

Writing to this tag will not cause an explicit write to
the device. It also will not change the overall device
property for Operate Mode: it only changes it for
Binary Output point 2. The variation of the tag does
not matter.

The value of this tag will be used when an operation

is performed on binary output point 2 either using the
Operate sub-type commands or a
synchronous/asynchronous write to a 10.x.2.Value or

10.x.2.Explicit tag.

Object Group 12 - Binary Output Commands

Control Relay Output Block Operate Command Examples

To perform digital control operations (such as electro-mechanical relays) at binary output points using Object
Group 12, variation 1, use tags addressed with Object Group 10. An operation on an Object Group 10 tag will
issue the CROB command using Object Group 12, variation 1.

See Also: Object Group 10 - Binary Outputs
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The following example discusses how to issue a Select then Operate request for Binary Output point 10 that
closes the point one time for 250 milliseconds.

1.

To start, click Device Properties | Advanced. Then, set the Operate Mode to Select Then Operate.

Note: If the device's Operate Mode is Direct Operate, create a tag with the address "10.0.10.S0". Then,
write "1" to that tag.

Next, create a tag with the address "10.0.10.0perate.Optype". Then, write "1" to that tag. This sets the
Operation Type Field of the Control Code to Pulse On.

Next, create a tag with the address "10.0.10.0Operate.Tripclosecode". Then, write "1" to that tag. This
sets the Trip-Close Code Field of the Control Code to Close.

Next, create a tag with the address "10.0.10.0Operate.Ontime". Then, write "250" to that tag. This sets
the duration (in milliseconds) in which the output drive will remain active.

Next, create a tag with the address "10.0.10.0Operate.Set". Then, write "1" to that tag. This triggers the
master to send the Object Group 12, variation 1 request that will perform the digital control operation.

Note: The Channel Diagnostics should display the three transactions. The master will send a request using func-
tion code 0x03 to select the output point. The slave will respond echoing the request if everything is okay. The
master will then send the operate request using function code 0x04. The slave will respond echoing the request
if everything is okay. The master will then send the feedback poll, and the slave will respond with the current

static value for all binary outputs.

Tag Address Definition Description
10.0.2.0perate.Clear Value of the This Boolean tag will display a 0 or 1, depending on
CROB the last update from the client. The variation of the
control code tag does not matter. Writing to this tag will not cause
bit 5. an explicit write to the device. It will be used in
building the CROB control code that will be written to
the object group 12 point 2 with the Operate.Set tag.
10.0.2.0perate.OpType Value of the This byte tag will display the operation type,
CROB depending on the last update from the client.
control code Operation types are as follows:
bits 0-3.
Nul (0)
Pulse_On (1)
Pulse_Off (2)
Latch_On (3)
Latch_Off (4)
The variation of the tag does not matter. Writing to
this tag will not cause an explicit write to the device.
It will be used in building the CROB control code that
will be written to the Object Group 12 point 2 with the
Operate.Set tag.
10.0.2.0perate.TripCloseCode Value of the This byte tag will display the Trip-Close Field,
CROB depending on the last update from the client.
control code Trip-close fields are as follows:
bits 6 & 7.
Nul (0)
Paired_Close (1)
Paired_Trip (2)
The variation of the tag does not matter. Writing to
this tag will not cause an explicit write to the device.
It will be used in building the CROB control code that
will be written to the Object Group 12 point 2 with
the Operate.Set tag.
10.0.2.0perate.OnTime Value in mil- This DWord tag will display the on time last updated from the client.
liseconds
that the oper-
ation on
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the binary out-| The variation of the tag does not
put matter. Writing to this tag does not cause an explicit
point 2 will write to the device. It will be used in an Object Group
remain 12 control operation on binary output point 2 when
active. the Operate.Set tag is toggled to 1.

10.0.2.0perate.OffTime Value in mil- This DWord tag will display the off time last updated from the client.
liseconds The variation of the tag does not
that the oper- | matter. Writing to this tag does not cause an explicit
ation on write to the device. It will be used in an Object Group
the binary out-| 12 control operation on binary output point 2 when
put the Operate.Set tag is toggled to 1.
point 2 will
remain
non-active.

10.0.2.0perate.FeedbackDelay Value in mil- This DWord tag will display the feedback delay last updated from the
liseconds client. The variation of the tag does
to delay after not matter. Writing to this tag will not cause an
receiving explicit write to the device. It will be used to delay
the response | beforeissuing a feedback poll after receiving a
before response to an Object Group 12 control operation on
issuing feed- | binary output point 2.
back poll.

10.0.2.0perate.Set Always dis- The variation of the tag does not matter. Writing a 1
plays a to this tag causes an Object Group 12 control
Boolean value | operation on binary output point 2. The CROB control
of 0 code is built from the values of the Operate.Clear,
with Good Operate.OpType, and Operate.TripCloseCode tags.
quality. The Values of the Operate.OnTime, Operate.OffTime,

and Operate.FeedbackDelay tags are used in the
operation as well.

Object Group 20 - Counters

The status for each pointin an Object Group is retained on each transaction; all flags are reported in their sub-
type tags. The corresponding event object may also return Time of Occurrence.

Note: Object Group 20 - Counter Value is reflected in Object Group 22 - Counter Event Change. For more infor-

mation, refer to Other Object Groups.

Attributes
The default data type is shown in bold.

OBJ.VAR.IDX Attributes .SUB Attribute Data Type Access
20.{0,1,2,5,6}.{0-65535} LocalForce, Lost, Online, RemoteForce, Boolean Read Only
Restart

20.{0,1,2,5,6}.{0-65535} Flags Byte Read Only
20.{0,1,2,5,6}.{0-65535} TimeStamp Date Read Only
20.0.{0-65535} Value, Explicit DWord Read Only
20.1.{0-65535} Value, Explicit DWord Read Only
20.2.{0-65535} Value, Explicit Word Read Only
20.5.{0-65535} Value, Explicit DWord Read Only
20.6.{0-65535} Value, Explicit Word Read Only

Variations
Number Description
0 Variation determined by slave device.
1 32-bit with Flag.
2 16-bit with Flag.
5 32-bit without Flag.
6 16-bit without Flag.

DNP Object Flag Definitions
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If the device returns an exception bit set, the quality of the .Value or .Explicit tag will be Bad. The following avail-
able bits are exception bits, excluding Online. Descriptions are as follows:

e 0: Online
e 1: Restart
e 2: Communications Lost
e 3: Remote Force
e 4: Local Force
e 5: Rollover
e 6: Discontinuity
e 7: Reserved
Examples
Tag Address Definition | Description
20.0.0.Value Value of This tag is updated from the data store that is populated via responses to integrity and
point 0 as a | event polls. No explicit request will be sent to the device. The slave could return var-
DWord. iation 1, 2, 5, or 6 depending on its Object Group 22 default event variation. These all fit
in a DWord.
20.0.5.Explicit Value of An explicit request will be sent to the device to get the value for this tag. Other object 20
point 5 as a | variation 0 Explicit tags will be blocked with this one in one request. The slave could
DWord. return variation 1, 2, 5, or 6 depending on its default static variation. These all fitin a
DWord.
20.1.10.Explicit Value of An explicit request will be sent to the device to get the value for this tag. Other object 20
point 10 as | variation 1 Explicit tags will be blocked with this one in one request.
a
DWord.
20.1.10.Value Value of This tag is updated from the data store that is populated via responses to integrity and
point 10 as | event polls. No explicit request will be sent to the device. The variation of 1 in the tag
a address sets the data type of the tag, but does not define the data type returned by the
DWord. slave. The slave uses its Object Group 22 default event variation.
20.2.10.Explicit Value of An explicit request will be sent to the device to get the value for this tag. Other object 20
point 10 as | variation 2 Explicit tags will be blocked with this one in one request.
a
Word.
20.0.8.Timestamp | Event Time | This tag is updated from the data store that is populated via responses to integrity and
of event polls. No explicit request will be sent to the device. This tag will show a timestamp
Occurrence | of 1999-11-30T00:00:00 or 1899-12-30T00:00:00. They will have Bad quality until
of point 8 the device sends an event with the time. The Object Group 22 default event variation on
(if an event | the device needs to be 5 or 6 in order for it to return the event time of occurrence.
has
occurred
and the
time
of occur-
rence was
returned).
20.0.9.Flags Latest Flag | This tag is updated from the data store that is populated via responses to integrity and
byte for event polls or an explicit request for counter point 9. No explicit request will be sent to
point 9. the device. The value of this tag will display the latest flags' byte received for point 9
(regardless of the variation in the tag address).
20.0.3.Lost Latest state | This tag is updated from the data store that is populated via responses to integrity and

of bit 2 of
the Flag
byte for
point 3.

event polls or an explicit request for counter point 3. No explicit request will be sent to
the device. The value of this tag tag will display the state of bit 2 from the flags byte
received for point 3 (regardless of the variation in the tag address).

Object Group 21 - Frozen Counters

The status for each pointin an Object Group is retained on each transaction; all flags are reported in their sub-
type tags. The corresponding event object may also return Time of Occurrence.

Note: Object Group 21 - Frozen Counter Value is reflected in Object Group 23 - Frozen Counter Event Change.
For more information, refer to Other Object Groups.
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Attributes
The default data type is shown in bold.

OBJ.VAR.IDX Attributes .SUB Attribute Data Type |Access
21.{0,1,2,5,6,9,10}.{0-65535} LocalForce, Lost, Online, RemoteForce, Boolean Read Only
Restart

21.{0,1,2,5,6,9,10}.{0-65535} Flags Byte Read Only
21.{0,1,2,5,6,9,10}.{0-65535} TimeStamp Date Read Only
21.0.{0-65535} Value, Explicit DWord Read Only
21.1.{0-65535} Value, Explicit DWord Read Only
21.2.{0-65535} Value, Explicit Word Read Only
21.5.{0-65535} Value, Explicit DWord Read Only
21.6.{0-65535} Value, Explicit Word Read Only
21.9.{0-65535} Value, Explicit DWord Read Only
21.10.{0-65535} Value, Explicit Word Read Only

Variations

Number Description

0 Variation determined by slave device.
1 32-bit with Flag.

2 16-bit with Flag.

5 32-bit with Flag and Time.

6 16-bit with Flag and Time.

9 32-bit without Flag.

10 16-bit without Flag.

DNP Object Flag Definitions

If the device returns an exception bit set, the quality of the .Value or .Explicit tag will be Bad. The following avail-
able bits are exception bits, excluding Online. Descriptions are as follows:

e 0:Online
e 1: Restart
e 2: Communications Lost
e 3: Remote Force
e 4: Local Force
e 5: Rollover
e 6: Discontinuity
e 7: Reserved
Examples
Tag Address Definition | Description
21.0.0.Value Value of This tag is updated from the data store that is populated via responses to integrity and
point 0 as a | event polls. No explicit request will be sent to the device. The slave could return var-
DWord. iation 1, 2,5, 6,9, or 10 depending on its Object Group 23 default event variation.
These all fitin a DWord.
21.0.5.Explicit Value of An explicit request will be sent to the device to get the value for this tag. Other object 21

point 5 as a | variation 0 Explicit tags will be blocked with this one in one request. The slave could

DWord.

DWord. return variation 1, 2, 5, 6, 9, or 10 depending on its default static variation. These all fit
in a DWord.

21.1.10.Explicit Value of An explicit request will be sent to the device to get the value for this tag. Other object 21
point 10 as | variation 1 Explicit tags will be blocked with this one in one request.
a
DWord.

21.1.10.Value Value of This tag is updated from the data store that is populated via responses to integrity and
point 10 as | event polls. No explicit request will be sent to the device. The variation of 1 in the tag

a address sets the data type of the tag, but does not define the data type returned by the
slave. The slave uses its Object Group 23 default event variation.
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of bit 2 of
the Flag
byte for
point 3.

21.2.10.Explicit Value of An explicit request will be sent to the device to get the value for this tag. Other object 21
point 10 as | variation 2 Explicit tags will be blocked with this one in one request.
a
Word

21.0.8.Timestamp | Event Time | This tag is updated from the data store that is populated via responses to integrity and
of event polls. No explicit request will be sent to the device. This tag will show a timestamp
Occurrence | of 1999-11-30T00:00:00 or 1899-12-30T00:00:00. It will have Bad quality until the
of point 8 device sends an event with the time. The Object Group 23 default event variation on the
(if an event | device needs to be 5 or 6 in order for it to return the event time of occurrence.
has
occurred
and the
time
of occur-
rence was
returned).

21.0.9.Flags Latest Flag | This tag is updated from the data store that is populated via responses to integrity and
byte for event polls or an explicit request for frozen counter point 9. No explicit request will be
point 9. sent to the device. The value of this tag will display the latest flags' byte received for

point 9 (regardless of the variation in the tag address).
21.0.3.Lost Latest state | This tag is updated from the data store that is populated via responses to integrity and

event polls or an explicit request for frozen counter point 3. No explicit request will be
sent to the device. The value of this tag tag will display the state of bit 2 from the flags
byte received for point 3 (regardless of the variation in the tag address).

Object Group 30 - Analog Inputs

The status for each point in an Object Group is retained on each transaction; all flags are reported in their sub-
type tags. The corresponding event object may also return Time of Occurrence.

Note: Object Group 30 - Analog Input Value is reflected in Object Group 32 - Analog Input Change Event. For
more information, refer to Other Object Groups.

Attributes
The default data type is shown in bold.
OBJ.VAR.IDX Attributes |.SUB Attribute _'I?:;: Access
30.{0,1,2,3,4,5,6}.{0- LocalForce, Lost, Online, RemoteForce, Restart, OverRange, Ref- Boolean | Read
65535} erenceCheck Only
30.{0,1,2,3,4,5,6}.{0- Flags Byte Read
65535} Only
30.{0,1,2,3,4,5,6}.{0- TimeStamp Date Read
65535} Only
30.0.{0-65535} Value, Explicit Double Read
Only
30.1.{0-65535} Value, Explicit Long Read
Only
30.2.{0-65535} Value, Explicit Short Read
Only
30.3.{0-65535} Value, Explicit Long Read
Only
30.4.{0-65535} Value, Explicit Short Read
Only
30.5.{0-65535} Value, Explicit Float Read
Only
30.6.{0-65535} Value, Explicit Double |Read
Only

Variations

[ Number

| Description
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Variation determined by slave device.

32-bit with Flag.

16-bit with Flag.

32-bit without Flag.

16-bit without Flag.

32-bit floating-point with Flag.

a|lu|h|WIN|+=]|O

64-bit floating-point with Flag.

DNP Object Flag Definitions
If the device returns an exception bit set, the quality of the .Value or .Explicit tag will be Bad. The following avail-
able bits are exception bits, excluding Online. Descriptions are as follows:

e 0: Online
e 1: Restart
e 2: Communications Lost
e 3: Remote Force
e 4: Local Force
e 5: Overrange
e 6: Reference Check
e 7: Reserved
Examples
Tag Address Definition | Description
30.0.0.Value Value of This tag is updated from the data store that is populated via responses to integrity and
point 0 as a | event polls. No explicit request is sent to the device. The slave could return variation 1,
Double. 2,3,4,5, or 6depending on its Object Group 32 default event variation. These will fit
in a Double.
30.0.5.Explicit Value of An explicit request will be sent to the device to get the value for this tag. Other object 30
point 5 as a | variation 0 Explicit tags will be blocked with this one in one request. The slave could
Double. return variation 1, 2, 3, 4, 5, or 6 depending on its default static variation. These will fit
in a Double.
30.1.10.Explicit Value of An explicit request will be sent to the device to get the value for this tag. Other object 30
point 10 as | variation 1 Explicit tags will be blocked with this one in one request.
a
DWord.
30.1.10.Value Value of This tag is updated from the data store that is populated via responses to integrity and
point 10 as | event polls. No explicit request is sent to the device. The variation of 1 in the tag
a address sets the data type of the tag, but does not define the data type returned by the
DWord. slave. The slave uses its Object Group 32 default event variation. If the slave is return-
ing a floating-point value using Object Group 32 variations 5, 6, 7, or 8, this tag will
only display the integer part of the value of the point.
30.2.10.Explicit Value of An explicit request will be sent to the device to get the value for this tag. Other object 30
point 10 as | variation 2 Explicit tags will be blocked with this one in one request.
a
Word.
30.0.8.Timestamp | Event Time | This tag is updated from the data store that is populated via responses to integrity and
of event polls. No explicit request is sent to the device. This tag will show a timestamp of
Occurrence | 1999-11-30T00:00:00 or 1899-12-30T00:00:00. It will have Bad quality until the
of point device sends an event with the time. The Object Group 32 default event variation on the
8 (if an device needs to be 3, 4, 7, or 8 in order for it to return the event time of occurrence.
event has
occurred
and the
time
of occur-
rence was
returned).
30.0.9.Flags Latest Flag | This tag is updated from the data store that is populated via responses to integrity and
byte for event polls or an explicit request for analog input point 9. No explicit request is sent to
point 9. the device. The value of this tag will display the latest flags' byte received for point 9
(regardless of the variation in the tag address).
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30.0.3.Lost

Latest state
of bit 2 of
the Flag
byte for

This tag is updated from the data store that is populated via responses to integrity and
event polls or an explicit request for analog input point 3. No explicit request is sent to
the device. The value of this tag tag will display the state of bit 2 from the flags byte
received for point 3 (regardless of the variation in the tag address).

point 3.

Object Group 34 - Analog Inputs Deadband

These tags are only read explicitly once after start up. Explicit reads of the same Object Group and Variation are
blocked together: A block that contains a failed tag will continue to be read until the tag's quality changes to Good

or is removed.

Attributes

The default data type is shown in bold.

OBJ.VAR.IDX Attributes .SUB Attribute Data Type Access
34.0.{0-65535} Value, Explicit DWord Read/Write
34.1.{0-65535} Value, Explicit Word Read/Write
34.2.{0-65535} Value, Explicit DWord Read/Write
34.3.{0-65535} Value, Explicit Float Read/Write
Variations

Number Description

0 Variation determined by slave device.*

1 Deadband 16-bit.

2 Deadband 32-bit.

3 Deadband 32-bit floating-point.

*Variation 0 is used to request the default variation.

Examples

Tag Address Definition | Description

34.0.0.Value Deadband If a value for this tag has not been received from the device, then an explicit request will be
Value of sent. The slave could return variation 1, 2, or 3 depending on its Object 34 default var-
analog iation. These all fitin a DWord. Once the point has been initialized, the tag will receive its
input point | updates from the data store. A second explicit request will only be issued if the slave or
0 as master restarts. Other Object 34 variation 0 Explicit and Value tags will be blocked with
aDWord. this one in one request.

34.0.5.Explicit | Deadband If a value for this tag has not been received from the device, then an explicit request will be
Value of sent. The slave could return variation 1, 2, or 3 depending on its Object 34 default var-
analog iation. These all fitin a DWord. Once the point has been initialized, the tag will receive its
input point | updates from the data store. A second explicit request will only be issued if the slave or
5as master restarts. Other Object 34 variation 0 Explicit and Value tags will be blocked with
a DWord. this onein one request.

34.1.10.Explicit | Deadband If a value for this tag has not been received from the device, then an explicit request will be
Value of sent. Once the point has been initialized, the tag will receive its updates from the data
analog store. A second explicit request will only be issued if the slave or master restarts. Other
input point | Object 34 variation 1 Explicit and Value tags will be blocked with this one in one request.
10
as aWord.

34.1.10.Value Deadband | If a value for this tag has not been received from the device, then an explicit request will be
Value of sent. Once the point has been initialized, the tag will receive its updates from the data
analog store. A second explicit request will only be issued if the slave or master restarts. Other
input point | Object 34 variation 2 Explicit and Value tags will be blocked with this one in one request.
10
as a Word.

34.2.10.Explicit | Deadband If a value for this tag has not been received from the device, then an explicit request will be
Value of sent. Once the point has been initialized, the tag will receive its updates from the data
analog store. A second explicit request will only be issued if the slave or master restarts. Other
input point | Object 34 variation 2 Explicit and Value tags will be blocked with this one in one request.
10
asa
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[ Dword. |

Object Group 40 - Analog Outputs

The status for each point in an Object Group is retained on each transaction; all flags are reported in their sub-
type tags. The corresponding event object may also return Time of Occurrence.

Note: Object Group 40 - Analog Output Value is reflected in Object Group 41 - Analog Output Write, Object
Group 42 - Analog Output Change Event, and Object Group 43 - Analog Output Command Event. For more infor-
mation, refer to Other Object Groups.

See Also: Object Group 41 - Analog Output Commands

Attributes

The default data type is shown in bold.

OBJ.VAR.IDX Attributes .SUB Attribute Data Type Access
40.{0,1,2,3,4}.{0-65535} LocalForce, Lost, Online, RemoteForce, Boolean Read Only

Restart, OverRange, ReferenceCheck

40.{0,1,2,3,4}.{0-65535} DO, SO Boolean Read/Write
40.{0,1,2,3,4}.{0-65535} Flags Byte Read Only
40.{0,1,2,3,4}.{0-65535} TimeStamp Date Read Only
40.0.{0-65535} Value, Explicit Double Read/Write
40.1.{0-65535} Value, Explicit Long Read/Write
40.2.{0-65535} Value, Explicit Short Read/Write
40.3.{0-65535} Value, Explicit Float Read/Write
40.4.{0-65535} Value, Explicit Double Read/Write

Variations

Variation Description

0 Status - Variation determined by slave

device.*

1 Status 32-bit with Flag.

2 Status 16-bit with Flag.

3 Status 32-bit floating-point with Flag.
4 Status 64-bit floating-point with Flag.

*Variation 0 is used to request the default variation.

DNP Object Flag Definitions
If the device returns an exception bit set, the quality of the .Value or .Explicit tag will be Bad. The following avail-
able bits are exception bits, excluding Online. Descriptions are as follows:

e 0: Online
e 1: Restart
e 2: Communications Lost
e 3: Remote Force
e 4: Local Force
e 5: Overrange
e 6: Reference Check
e 7: Reserved
Examples
Tag Address Definition | Description
40.0.0.Value Value of This tag is updated from the data store that is populated via responses to integrity and
point 0 as a | event polls. No explicit request will be sent to the device. The slave could return var-
Double. iation 1, 2, 3,4, 5, 6, 7, or 8 depending on its Object Group 42 default event variation.
These all fitin a Double.
40.0.5.Explicit Value of An explicit request will be sent to the device to get the value for this tag. Other object 40
point 5 as a | variation 0 Explicit tags will be blocked with this one in one request. The slave could
Double. return variation 1, 2, 3, or 4 depending on its default static variation. These all fitin a
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Double.
40.1.10.Explicit Value of An explicit request will be sent to the device to get the value for this tag. Other object 40
point 10 as | variation 1 Explicit tags will be blocked with this one in one request.
a
DWord.
40.1.10.Value Value of This tag is updated from the data store that is populated via responses to integrity and
point 10 as | event polls. No explicit request will be sent to the device. The variation of 1 in the tag
a address sets the data type of the tag, but does not define the data type returned by the
DWord. slave. The slave uses its Object Group 42 default event variation. If the slave is return-
ing a floating-point value using Object Group 42 variations 5, 6, 7, or 8, this tag will
only display the integer part of the value of the point.
40.2.10.Explicit Value of An explicit request will be sent to the device to get the value for this tag. Other object 40
point 10 as | variation 2 Explicit tags will be blocked with this one in one request.
a
Word.
40.0.8.Timestamp | Event Time | This tag is updated from the data store that is populated via responses to integrity and
of event polls. No explicit request will be sent to the device. This tag will show a timestamp
Occurrence | of 1999-11-30T00:00:00 or 1899-12-30T00:00:00. It will have Bad quality until the
of point 8 device sends an event with the time. The Object Group 42 default event variation on the
(if an event | device needs to be 3, 4, 7, or 8 in order for it to return the event time of occurrence.
has
occurred
and the
time
of occur-
rence was
returned).
40.0.9.Flags Latest Flag | This tag is updated from the data store that is populated via responses to integrity and
byte for event polls or an explicit request for analog output point 9. No explicit request will be
point 9. sent to the device. The value of this tag will display the latest flags' byte received for
point 9 (regardless of the variation in the tag address).
40.0.3.Lost Latest state | This tag is updated from the data store that is populated via responses to integrity and
of bit 2 of event polls or an explicit request for analog output point 3. No explicit request will be
the Flag sent to the device. The value of this tag tag will display the state of bit 2 from the flags
byte for byte received for point 3 (regardless of the variation in the tag address).
point 3.
40.0.2.DO Boolean Writing to this tag will not cause an explicit write to the device. It also will not change
value indi- | the overall device property for Operate Mode. It only changes it for Analog Output point
cating 2. The variation of the tag does not matter. The value of this tag will be used when an
if oper- operation is performed on analog output point 2 using a synchronous or asynchronous
ations on write to @ 40.x.2.Value or 40.x.2.Explicit tag.
analog
output
point 2
should
be Direct
Operate or
Select then
Operate.
40.0.2.50 Boolean Writing to this tag will not cause an explicit write to the device. It also will not change
value indi- | the overall device property for Operate Mode. It only changes it for Analog Output point
cating 2. The variation of the tag does not matter. The value of this tag will be used when an
if oper- operation is performed on analog output point 2 using a synchronous or asynchronous
ations on write to @ 40.x.2.Value or 40.x.2.Explicit tag.
analog
output
point 2
should
be Direct
Operate or
Select then
Operate.

www. kepware.com




42

DNP Master Ethernet Driver Help

Object Group 41 - Analog Output Commands

Issuing an Analog Output Command
In order to issue an analog output command, execute a synchronous or an asynchronous write to a 40.x.x.Value
or a 40.x.x.Explicit Tag.

Function Codes

The function code used in the write request will depend on the setting of the overall device property for Operate
Mode and/or any 40.x.x.DO or 40x.x.S0 Tags. The Select then Operate option will send two requests - the first
with the select function code (3) followed by a request with the operate function code (4). The Direct Operate
option will send one request with the direct operate function code (5). For more information on the Operate Mode
device property, refer to Advanced.

Note: For more information on the DO and SO sub-type, refer to Object Group 40 - Analog Outputs.

Object Group 50 - Time and Date

Object Group 50 is the slave's clock. Since it cannot be read through unsolicited replies, the DNP Master Ethernet
Driver must explicitly request a read. The driver will request a read every time the tag is pulled for an update
because it's a time datum. On a default instantiation, this will occur every 200 ms. To avoid congesting the com-
munications link, create a separate OPC group for the Object Group 50 time tag. Then, set that group's update
rate to 1000 ms or slower.

Note: Object Group 50 - Time and Date is reflected in Object Group 51 - Time and Date Common Time of Occur-
rence (CTO). For more information, refer to Other Object Groups.

Attributes

The default data type is shown in bold.
OBJ.VAR Attributes .SUB Attribute Data Type Access
50.0 Value, Explicit Date Read Only
50.1 Value, Explicit Date Read Only

Note: Flags do not apply.

Variations
Number Description
0 Time and Data Absolute time.*
1 Time and Date Absolute time.

*Allowed, but same as 50.1.

Examples

Tag Address | Definition |Description

50.0.Value Date and

An explicit request for object 50 variation 1 will be sent to the device to get the value for this

time saved |tag. The update rate should not be set too often since it will cause traffic every time the tag
in the needs to be updated.
slave.

50.1.Value Date and An explicit request for object 50 variation 1 will be sent to the device to get the value for this
time saved |tag. The update rate should not be set too often since it will cause traffic every time the tag
in the slave. | needs to be updated.

50.0.Explicit | Date and

An explicit request for object 50 variation 1 will be sent to the device to get the value for this

time saved |tag. The update rate should not be too set often since it will cause traffic every time the tag
in the needs to be updated.
slave.

50.1.Explicit | Date and An explicit request for object 50 variation 1 will be sent to the device to get the value for this
time saved |tag. The update rate should not be set too often since it will cause traffic every time the tag
in the slave. | needs to be updated.

Object Group 60 - Class Poll Data Request

When a Boolean True is written to these tags, Object Group 60 variations 1-4 will initiate class 0-3 reads (respec-
tively). Object Group 60 tags can be used to 'manually’ poll when the recommended event and integrity class poll-
ing intervals cannot be used. This approach is not recommended, however, because care must be taken to keep
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the requests in proper order. An integrity poll polls class 1, 2, 3, and 0 in that order, in one request, and without
time lapses in between.

When using the Object Group 60 tags to poll for events, users should poll the event classes (variations 2, 3, and
4) before polling for class 0 static data (variation 1). This ensures that event data is received in the correct order
and that the latest value is received after preceding events. Although a class Object Group 60.1 request can be
issued immediately after any of the event class Object Group 60.2, 3, or 4 requests, these are still separate
requests. Users risk losing any events that occurred between the last class 1, 2, or 3 request and the class 0
request. A read of these tags will always return a Boolean False with good quality.

Attributes

These tags trigger commands on the DNP slave device when a True value is written. They read back as zero or
False.

OBJ.VAR Attributes .SUB Attribute Data Type Access
60.{1} Value, Explicit Boolean Read/Write
60.{2} Value, Explicit Boolean Read/Write
60.{3} Value, Explicit Boolean Read/Write
60.{4} Value, Explicit Boolean Read/Write

Note: Flags do not apply.

Variations

Number Description

1 Initiates a poll of DNP Class 0 data.
2 Initiates a poll of DNP Class 1 data.
3 Initiates a poll of DNP Class 2 data.
4 Initiates a poll of DNP Class 3 data.

Examples

Tag Address | Definition Description

60.1.Value Always dis- Writing a 1 to this tag will initiate a request for Class 0 data. The sub-type can be Value or
plays a Explicit.

Boolean value
of 0

with Good qual-
ity.

60.2.Value Always dis- Writing a 1 to this tag will initiate a request for Class 1 data. The sub-type can be Value or
plays a Explicit.

Boolean value
of 0

with Good qual-
ity.

60.3.Explicit | Always dis- Writing a 1 to this tag will initiate a request for Class 2 data. The sub-type can be Value or
plays a Explicit.

Boolean value
of 0

with Good qual-

ity.

60.4.Explicit | Always dis- Writing a 1 to this tag will initiate a request for Class 3 data. The sub-type can be Value or
plays a Explicit.

Boolean value
of 0

with Good qual-
ity.

Object Group 80 - Internal Indications

Attributes
The default data type is shown in bold.
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OBJ.VAR Attributes .SUB Attribute Data Type Access
80.{0} Value, Explicit Word Read Only
80.{1} Value, Explicit Word Read Only

Note: Flags do not apply.

Variations
Number Description
0 Internal Indications packed format.*
1 Internal Indications packed format.

*Allowed, but same as 80.1.

IIN Definitions

Object Group 80 returns the DNP Internal Indication bits (IIN) as an unsigned short integer. The data is
refreshed with each response from the DNP slave, and therefore represents the latest IIN report.

of the two
IIN bytes
as a Word.

Internal Indication Bit Mask | Reason
DNPDEFS_IIN_RESTART 0x8000 Slave has been restarted.
DNPDEFS_IIN_TROUBLE 0x4000 Slave is reporting trouble.
DNPDEFS_IIN_LOCAL 0x2000 Slave is running in local mode.
DNPDEFS_IIN_NEED_TIME 0x1000 Slave requires time synchronization.
DNPDEFS_IIN_CLASS_3 0x0800 Slave has Class 3 data available.
DNPDEFS_IIN_CLASS_2 0x0400 Slave has Class 2 data available.
DNPDEFS_IIN_CLASS_1 0X0200 |[Slave has Class 1 data available.
DNPDEFS_IIN_ALL_STATIONS 0x0100 The message was directed to the DNP broadcast address.
DNPDEFS_IIN_BAD_CONFIG 0x0020 Slave is misconfigured.
DNPDEFS_IIN_ALREADY_EXECUTING 0x0010 Slave has received a duplicate request.
DNPDEFS_IIN_BUFFER_OVFL 0x0008 Slave has lost one or more event reports.
DNPDEFS_IIN_OUT_OF_RANGE 0x0004 Command received references a non-existent I/0 point.
DNPDEFS_IIN_OBJECT_UNKNOWN 0x0002 Command received references an unkown object.
DNPDEFS_IIN_BAD_FUNCTION 0x0001 Command received is not supported.
Examples
Tag Address | Definition | Description
80.0.Value Latest Value | The slave's response to every request includes two internal indication bytes. The bits of these
of the two bytes have special meanings as defined by the DNP spec. This tag displays the IIN bytes
IIN bytes received in the last response from the device. This is read from the data store and will not
as aWord. |send an explicit request. The sub-type can be Value or Explicit; the variation can be 0 or 1. It
makes no difference.
80.1.Explicit | Latest Value [ The slave's response to every request includes two internal indication bytes. The bits of these

bytes have special meanings as defined by the DNP spec. This tag displays the IIN bytes
received in the last response from the device. This is read from the data store and will not
send an explicit request. The sub-type can be Value or Explicit; the variation can be 0 or 1. It
makes no difference.

Object Group 87 - Data Sets

.Value tags will be populated by the data received from unsolicited events or integrity and event class polling.
.Explicit tags will cause a device read: because tags for one set are blocked together, there will only be one device
read for the entire data set.

Note 1: At this time, data sets can only be defined in the slave. Users that manually create tags must define the
correct data types. The master will obtain the description of the data sets from the slave in order to automatically

define tags.

Note 2: Object Group 88 - Data Set - Snapshot data is reflected in Object Group 87 - Data Sets - Present Value
tags. For more information, refer to Other Object Groups.

Attributes
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Variations for Object Group 87 do not equate to specific data types. Users must configure the tag with the same
data type that is configured in the slave for the specific data set element. Descriptions of the attributes are as fol-
lows:
e VAR: This attribute indicates the particular element of the data set.
e IDX: This attribute indicates the particular data set that is defined in the device.
The default data type is shown in bold.
OBJ.VAR.IDX Attributes .SUB Attribute Data Type Access
87.{0-1}.{0-65535} Value, Explicit Byte, Char, Date, Double, Read Only
DWord, Float, Long, Short, String, Word
87.{2-32}.{0-65535} Value, Explicit Byte, Char, Date, Double, Read/Write
DWord, Float, Long, Short, String, Word
87.{0%}.{0-65535} Set Boolean Read/Write

Variations

DNP Object Flag Definitions
In order to get a data point's flags, the slave's definition of the data set must include an element specifically for

DNP flags.

Examples

Tag Address Definition Description

87.5.1.Explicit | Displays the fifth The .Explicit sub-type indicates that a request to the device for all elements of data
element of data set |set 1 will occur every time the tag needs to be updated.
1.

87.7.2.Value Displays the sev- The .Value sub-type indicates the tags for data set 2 will only be updated from the
enth element of data store that is populated through unsolicited messages or integrity and event
data set 2. polls.

87.0.2.Set Always displays a Writing a 1 to this tag causes an Object Group 87 write operation on data set 2. The
Boolean value of 0 write will only take place if there is data pending to be written due to a previous
with Good quality. | write to other .Value or .Explicit tags of this data set.

Object Group 110 - Octet String Object

These tags are only read explicitly once after start up. Explicit reads of the same Object Group and Variation are

blocked together: A block that contains a failed tag will continue to be read until the tag's quality changes to Good

or is removed.

Note: Object Group 110 - Octet String Value is reflected in Object Group 111 - Octet String Event Change. For
more information, refer to Other Object Groups.

Attributes

The default data type is shown in bold.
OBJ.IDX Attributes .SUB Attribute Data Type Access
110.{0-65535} Value, Explicit - will take up to 255 chars. String Read/Write

Note: Flags do not apply.

Variations

Number

Description

String Length

Octet String.

Examples
Tag Address |Definition | Description
110.0.Value Value of If a value for this tag has not been received from the device, then an explicit request will be
point 0 as a | sent. Once the point has been initialized, the tag will receive its updates from the data store.
String. A second explicit request will only be issued if the slave or master restarts. Other Object 110
Explicit and Value tags will be blocked with this one in one request. The sub-type can be
Value or Explicit: it makes no difference.

www. kepware.com




46

DNP Master Ethernet Driver Help

Value of
point5 as a
String.

110.5.Explicit

If a value for this tag has not been received from the device, then an explicit request will be
sent. Once the point has been initialized, the tag will receive its updates from the data store.
A second explicit request will only be issued if the slave or master restarts. Other Object 110
Explicit and Value tags will be blocked with this one in one request. The sub-type can be
Value or Explicit: it makes no difference.

Object Group 120 - Authentication Object

The Authentication Object tags are internal statistics for DNP Authentication.

Attributes

The default data type is shown in bold.

OBJ.VAR Attributes .SUB Attribute |Description Data Type Access
120.KeyStatRQTX Value Key status requests sent to out- DWord Read Only
Reset station. Bool Read/Write
120.KeyStatRQRX Value Key status responses received from | DWord Read Only
Reset outstation. Bool Read/Write
120.KeyStatRQRX_Nolnit Value Key status request responded with | DWord Read Only
Reset an Bool Read/Write
uninitialized failure.
120.KeyStatRQRX_CommFail Value Key status request responded with a | DWord Read Only
Reset communications failure. Bool Read/Write
120.KeyStatRQRX_AuthFail Value Key status request responded with | DWord Read Only
Reset an Bool Read/Write
authentication failure.
120.KeyChangeTX Value Key change requests sent to the out- | DWord Read Only
Reset station. Bool Read/Write
120.AggrModeRQTX Value Aggressive mode requests sent to DWord Read Only
Reset the Bool Read/Write
outstation.
120.AggrModeResponseRX Value Aggressive mode responses from DWord Read Only
Reset the Bool Read/Write
outstation
120.AggrModeResponseRX_Failed |Value Aggressive mode request DWord Read Only
Reset responded with a failure. Bool Read/Write
120.ChallRQTX Value Challenge requests sent to the out- | DWord Read Only
Reset station. Bool Read/Write
120.ChallRQRX Value Challenge requests received from DWord Read Only
Reset the outstation. Bool Read/Write
120.CriticalChallRQTX Value Critical challenge requests sent to DWord Read Only
Reset the outstation. Bool Read/Write
120.CriticalChallRQRX Value Critical challenge requests received | DWord Read Only
Reset from the outstation. Bool Read/Write
120.ChallReplyTX Value Challenge responses sent to the out- | DWord Read Only
Reset station. Bool Read/Write
120.ChallReplyRX Value Challenge responses received from |DWord Read Only
Reset the outstation. Bool Read/Write
120.ChallReplyRX_Failed Value Challenge responses with a failure. | DWord Read Only
Reset Bool Read/Write
120.ErrorTX_Invalid Value Invalid errors sent to outstation. DWord Read Only
Reset Bool Read/Write
120.ErrorTX_UnexpectedReply Value Unexpected reply errors sent to out- | DWord Read Only
Reset station. Bool Read/Write
120.ErrorTX_NoReply Value No reply errors sent to outstation. DWord Read Only
Reset Bool Read/Write
120.ErrorTX_AggrMode- Value Aggressive mode not supported DWord Read Only
NotSupported Reset errors sent to outstation. Bool Read/Write
120.ErrorTX_HMA- Value HMAC algorithm not supported DWord Read Only
CAlIgNotSupported Reset errors sent to outstation. Bool Read/Write
120.ErrorTX_KeyWra- Value Key wrap algorithm not supported DWord Read Only
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pAlgNotSupported Reset errors sent to outstation. Bool Read/Write
120.ErrorTX_UserAccessDenied Value User access denied errors sent to DWord Read Only

Reset outstation. Bool Read/Write
120.ErrorTX_KeyChangeDenied Value Key change denied errors sent to DWord Read Only
Reset outstation. Bool Read/Write
120.ErrorTX_InvalidSign Value Invalid signature errors sent to out- | DWord Read Only
Reset station. Bool Read/Write
120.ErrorTX_InvalidCert Value Invalid certificate errors sent to out- | DWord Read Only
Reset station. Bool Read/Write
120.ErrorTX_UnknownUser Value Unknown user errors sent to out- DWord Read Only
Reset station. Bool Read/Write
120.ErrorTX_VendorSpecific Value Vendor-specific errors sent to DWord Read Only
Reset outstation. Bool Read/Write
120.ErrorRX_Invalid Value Invalid errors received from out- DWord Read Only
Reset station. Bool Read/Write
120.ErrorRX_UnexpectedReply Value Unexpected reply errors received DWord Read Only
Reset from outstation. Bool Read/Write
120.ErrorRX_NoReply Value No reply errors received from out- DWord Read Only
Reset station. Bool Read/Write
120.ErrorRX_AggrMode- Value Aggressive mode not supported DWord Read Only
NotSupported Reset errors received from outstation. Bool Read/Write
120.ErrorRX_HMA- Value HMAC algorithm not supported DWord Read Only
CAlgNotSupported Reset errors received from outstation. Bool Read/Write
120.ErrorRX_KeyWra- Value Key wrap algorithm not supported DWord Read Only
pAlgNotSupported Reset errors received from outstation. Bool Read/Write
120.ErrorRX_UserAccessDenied Value User access denied errors received | DWord Read Only
Reset from outstation. Bool Read/Write
120.ErrorRX_KeyChangeDenied Value Key change denied errors received DWord Read Only
Reset from outstation. Bool Read/Write
120.ErrorRX_InvalidSign Value Invalid signature errors received DWord Read Only
Reset from outstation. Bool Read/Write
120.ErrorRX_InvalidCert Value Invalid certificate errors received DWord Read Only
Reset from outstation. Bool Read/Write
120.ErrorRX_UnknownUser Value Unknown user errors received from | DWord Read Only
Reset outstation. Bool Read/Write
120.ErrorRX_VendorSpecific Value Vendor-specific errors received DWord Read Only
Reset from outstation. Bool Read/Write
Examples
Tag Address Definition Description

120.KeyStatRQTX.Value

Value of the KeyStatRQTX Authen-
tication statistic.

The number of key status requests sent to the outstation
since startup or last reset.

120.KeyStatRQT X.Reset

Reset the KeyStatRQTX Authen-
tication statistic.

The KeyStatRQTX statistic will be cleared with a write value
of 1.

Other Object Groups

Certain objects are not used in the driver due to the fact that their values are reflected in other objects.

Object | Name Reflected in Object Name

2 Binary Input Change Event 1 Binary Input State

4 Double Bit Input Change Event 3 Double Bit Input State
11 Binary Output Change Event 10 Binary Output State
12 Control Relay Output Block 10 Binary Output State
13 Binary Output Command Event 10 Binary Output State
22 Counter Event Change 20 Counter Value

23 Frozen Counter Event Change 21 Frozen Counter Value
32 Analog Input Change Event 30 Analog Input Value
41 Analog Output Write 40 Analog Output Value
42 Analog Output Change Event 40 Analog Output Value
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43 Analog Output Command Event 40 Analog Output Value

51 Time and Date Common Time of Occurrence (CTO) 50 Time and Date

88 Data Set - Snapshot 87 Data Set - Present Value
111 Octet String Event Change 110 Octet String Value

Internal Tags

Tag

Description

Data Type

Access

_ChannelResponseTimeout

This tag allows the Request Timeout channel property to be
changed from a client application. Valid values range
from 100 to 3600000.

DWord

Read/Write

_DestinationHost

This tag allows the Destination Host channel property to be
changed from a client application. The Host address must be for-
matted correctly.

String

Read/Write

_DestinationPort

This tag allows the Destination Port channel property to be
changed from a client application. Valid values range from 1 to
65535.

Word

Read/Write

_Device-
RequestQueueDepth

This tag indicates the current depth of the queue used

for storing device requests. It is useful for diagnostic

purposes for issues such as tag update delays. Although

a zero or steady value is expected, a non-zero value is

not a problem unless it continues to grow and causes

a delay in tag updates. For example, if the project has

a device defined with 100 blocks of .Explicit tags and

the _DeviceRequestQueueDepth tag valueis 100,

then something is blocking the tags from being updated on time.

DWord

Read Only

_DeviceRequestTimeout

This tag allows the Request Timeout device property to be
changed from a client application. Valid values range from 0 to
3600000.

DWord

Read/Write

_EventClass1PollInterval

This tag allows the Event Class 1 Poll Interval device property to
be changed from a client application. Valid values range from 0 to
86400.

DWord

Read/Write

_EventClass2PollInterval

This tag allows the Event Class 2 Poll Interval device property to
be changed from a client application. Valid values range from 0 to
86400.

DWord

Read/Write

_EventClass3PollInterval

This tag allows the Event Class 3 Poll Interval device property to
be changed from a client application. Valid values range from 0 to
86400.

DWord

Read/Write

_IntegrityPollInterval

This tag allows the Integrity Poll device property to be changed
from a client application. Valid values range from 0 to 2592000.

DWord

Read/Write

_MasterAddress

This tag allows the Master Address device property to be changed
from a client application. Valid values range from 0 to 65519.

DWord

Read/Write

_Protocol

This tag allows the Ethernet Protocol channel property to be
changed from a client application. Valid values range from 0 to 1.
A value of 0 indicates TCP/IP; a value of 1 indicates UDP.

Word

Read/Write

_SlaveAddress

This tag allows the Slave Address device property to be changed
from a client application. Valid values range from 0 to 65519.

DWord

Read/Write

_SourcePort

This tag allows the Source Port channel property to be changed
from a client application. Valid values range from 0 to 65535.

Word

Read/Write

Special Tags

Tag

Description

Coldrestart

When a Boolean True is written to this tag, a cold restart will be sent to the slave device. The tag will read
back as zero or False.

Unsolreceived

Note: This tag is Read/Write, so it can be reset to any value by the operator.

When written as a DWord True, the tag will increment by 1 every time an unsolicited message is received
from the slave.
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Warmrestart

When a Boolean True is written to this tag, a warm restart will be sent to the slave device. The tag will
read back as zero or False.
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Error Descriptions

The following error/warning messages may be generated. Click on the link for a description of the message.

Address Validation

Address '<address>' is not valid on device '<channel>' '<device>'
Address '<address>' is out of range for the specified device or register
Data type '<type>' is not valid for device address '<address>'

Device address '<address>' contains a syntax error

Device address '<address>' is Read Only

Authentication Error Messages

Secure Authentication Failure on Device '<channel.device>'. Device does not support the function
code (IIN2.0)

Secure Authentication Failure on Device '<channel.device>'. Key Status Request communications
failure. Session Keys are not valid

Secure Authentication Failure on Device '<channel.device>'. Key Status Request non-authentic.
Session Keys are not valid

Secure Authentication Failure on Device '<channel.device>'. Aggressive Mode Response indicates
improper authentication

Secure Authentication Failure on Device '<channel.device>'. Challenge Reply indicates improper
authentication

Secure Authentication Failure on Device '<channel.device>'. User= '<User Number>', AssocID=
'<Association ID>', Sequence= '<Sequence Number>'. RX Error Code= '<error code>'-'<error
description>'

Secure Authentication Failure on Device '<channel.device>'. User= '<User Number>', AssocID=
'<Association ID>', Sequence= '<Sequence Number>'. TX Error Code= '<error code>'-'<error
description>'

Secure Authentication failure on Device '<device>'. Key Status Request response status code:
'<status code>'

Automatic Tag Database Generation Error Messages

Unable to add Data Set '<data set index>' on device '<device hame>'. Data Set has '<number of
elements>' elements. The maximum number of elements allowed is '<max elements>'

Unable to generate a tag database for device '<device>'. Channel is not open

Unable to generate a tag database for device '<device>'. Session is nhot open

Unable to generate a tag database for device '<driver>'. The device is not responding

Unable to read Device Attribute set '<set number>'. No tags added on device '<device>'

Device Status Messages

Added '<tag count>' Data Set tag(s)

Data Set write of value '<value to be written>' pending on tag address '<address>' on device
'<device>'

Device '<device>' does not support the LAN Time Sync Style Record Current Time Function Code 24
Device '<device>' indicated an event buffer overflow (IIN 2.3)

Device '<device>' Restarting

Device '<device name>' is not responding

Failed to resolve Destination Host '<host name>' on channel '<channel name>'

The Keep-Alive Interval with UDP Protocol on device '<device>' was overridden

Reached Max Events Per Point for Object Group '<object group>' Point '<data index>"' on Device
'<device>'

Request failed on device '<device>'. Device does not support the function code (IIN2.0)

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. Failed to initialize communication
stack

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. Internal Error occurred

Unable to read point(s) '<OBJ.VAR.IDX - OBJ.VAR.IDX>' on device '<device>'. Failed to initialize
communication stack

Unable to read point(s) '<OBJ.VAR.IDX — OBJ.VAR.IDX>' on device '<device>'. Internal Error
occurred

Unable to receive response from device '<device>' within timeout. Either the request or response
could not be completed or the response is invalid

Unable to write to '<address>' on device '<device>'. Failed to initialize communication stack
Unable to write to '<address>' on device '<device>'. Internal Error occurred
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Write complete to Data Set '<index>' on device '<device>'

Driver Error Messages

Winsock initialization failed (OS Error = n)

Winsock shut down failed (OS Error = n)

Winsock V1.1 or higher must be installed to use the DNP Master Ethernet driver

DNP Specific Error Messages

Read Errors

The returned value for tag address '<tag address>' in device '<device name>' has a length of zero.
The tag value cannot be set

The returned value of '<date returned value>' for tag address '<address>' in device '<device>' is
invalid for the '<data type>' tag

The returned value of '<returned numeric value>' for tag address '<address>' in device '<device>'
is invalid for the '<data type>' tag data type

The returned value of '<returned numeric value>' for tag address '<address>' in device '<device>'
is out of range for the '<data type>' tag data type

The returned value of '<returned string value>' for tag address '<address>' in device '<device>' is
invalid for the '<data type>' tag data type

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. An abnormal condition exists in the
device (IIN1.6)

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. Device detected corrupt con-
figuration (IIN2.5)

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. Device does not support a point in
the range or other parameter error (IIN2.2)

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. Device does not support requested
operation for objects in the request (IIN2.1)

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. Device does not support the func-
tion code (IIN2.0)

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. Device reports that some output
points are in local mode (IIN1.5)

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. Device reports that the operation is
already executing (IIN2.4)

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. Session shutting down or duplicate
request

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. Unrecognized Object returned in
Response

Unable to read point(s) '<OBJ.VAR.IDX — OBJ.VAR.IDX>' on device '<device>'. An abnormal con-
dition exists in the device (IIN1.6)

Unable to read point(s) '<OBJ.VAR.IDX - OBJ.VAR.IDX>' on device '<device>'. Device detected cor-
rupt configuration (IIN2.5)

Unable to read point(s) '<OBJ.VAR.IDX — OBJ.VAR.IDX>' on device '<device>'. Device does not sup-
port a point in the range or other parameter error (I1IIN2.2)

Unable to read point(s) '<OBJ.VAR.IDX — OBJ.VAR.IDX>' on device '<device>'. Device does not sup-
port requested operation for objects in the request (IIN2.1)

Unable to read point(s) '<OBJ.VAR.IDX - OBJ.VAR.IDX>' on device '<device>'. Device does not sup-
port the function code (IIN2.0).

Unable to read point(s) '<OBJ.VAR.IDX - OBJ.VAR.IDX>' on device '<device>'. Device reports that
some output points are in local mode (IIN1.5)

Unable to read point(s) '<OBJ.VAR.IDX - OBJ.VAR.IDX>' on device '<device>'. Device reports that
the operation is already executing (IIN2.4)

Unable to read point(s) '<OBJ.VAR.IDX - OBJ.VAR.IDX>' on device '<device>'. Session shutting
down or duplicate request

Unable to read point(s) '<OBJ.VAR.IDX — OBJ.VAR.IDX>' on device '<device>'. Unrecognized
Object returned in Response

Unable to read set '<set index>' of object group '<object group>' on device '<device>'. An abnor-
mal condition exists in the device (IIN1.6)

Unable to read set '<set index>' of object group '<object group>' on device '<device>'. Device
detected corrupt configuration (IIN2.5)

Unable to read set '<set index>' of object group '<object group>' on device '<device>'. Device does
not support a point in the range or other parameter error (IIN2.2)

Unable to read set '<set index>' of object group '<object group>' on device '<device>'. Device does
not support requested operation for objects in the request (IIN2.1)
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Unable to read set '<set index>' of object group '<object group>' on device '<device>'.

Device does

not support the function code (IIN2.0)

Unable to read set '<set index>' of object group '<object group>' on device '<device>'. Device
reports that some output points are in local mode (IIN1.5)

Unable to read set '<set index>' of object group '<object group>' on device '<device>'. Device
reports that the operation is already executing (IIN2.4)

Unable to read set '<set index>' of object group '<object group>' on device '<device>'. Session
shutting down or duplicate request

Unable to read set '<set index>' of object group '<object group>' on device '<device>'. Unrec-

ognized Object returned in Response
Unable to read tag '<address>' on device '<device>'.

Element Index '<variation>' is not defined in

Data Set '<index>'

Unable to read tag '<address>' on device '<device>'.

No definition for Data Set '<index>'

Unable to read tag '<address>' on device '<device>'.

Response missing data

Write Errors

Unable to write to '<address>' on device '<device>'. An abnormal condition exists in the device
(IIN1.6)

Unable to write to '<address>' on device '<device>'. Control-Related Status Code '<status code>'
Unable to write to '<address>' on device '<device>'. Device detected corrupt configuration
(IIN2.5)

Unable to write to '<address>' on device '<device>'. Device does not support a point in the range
or other parameter error (IIN2.2)

Unable to write to '<address>' on device '<device>'. Device does not support requested operation
for objects in the request (IIN2.1)

Unable to write to '<address>' on device '<device>'. Device does not support the function code
(IIN2.0)

Unable to write to '<address>' on device '<device>'. Device reports that some output points are in
local mode (IIN1.5)

Unable to write to '<address>' on device '<device>'. Device reports that the operation is already
executing (IIN2.4)

Unable to write to '<address>' on device '<device>'. Select Operate response invalid

Unable to write to '<address>' on device '<device>'. Session shutting down or duplicate request
Unable to write to '<address>' on device '<device>'. Unrecognized Object returned in Response
Unable to write to '<address>' on device '<device>'. Unsupported Operation Type

Unable to write to '<address>' on device '<device>'. Unsupported Trip-Close Code

Unable to write to '<address>' on device '<device>'. Write value specified is invalid or incomplete

Unable to write to address '<address>' on device '<device>'. Channel Response Timeout must be

between '<min channel response timeout>' and '<max channel response timeout>'

Unable to write to address '<address>' on device '<device>'. Destination '<Destination Host>':-

'<Destination Port>' already in use on Channel '<channel>'

Unable to write to address '<address>' on device '<device>'. Destination Port must be between

'<min source port>' and '<max source port>'

Unable to write to address '<address>' on device '<device>'. Device Request Timeout must be
between '<min value>' and '<max value>'

Unable to write to address '<address>' on device '<device>'. Element Index '<variation>' is not
defined in Data Set '<index>'

Unable to write to address '<address>' on device '<device>'. Event Poll Interval must be between
'<min value>' and '<max value>'

Unable to write to address '<address>' on device '<device>'. Integrity Poll Interval must be

between '<min value>' and '<max value>'

Unable to write to address '<address>' on device '<device>'.

Master Address '<master address>'

already in use as Slave Address on Device '<device>'

Unable to write to address '<address>' on device '<device>'.

Master Address must be between

'<min master address>' and '<max master address>'

Unable to write to address '<address>' on device '<device>'.

Master and Slave Address cannot be

the same

Unable to write to address '<address>' on device '<device>'.

No definition for Data Set '<index>'

Unable to write to address '<address>' on device '<device>'.

Protocol must be between '<min pro-

tocol>' and '<max protocol>'

Unable to write to address '<address>' on device '<device>'.

Slave Address '<slave address>'

already in use on Device '<device>'
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Unable to write to address '<address>' on device '<device>'. Slave Address must be between '<min
slave address>' and '<max slave address>'

Unable to write to address '<address>' on device '<device>'. Source Port must be between '<min
source port>' and '<max source port>'

Unable to write to address '<address>' on device '<device>'. Tag '<data type>' Data type is incom-
patible with the Data Set element '<data type>' Data type

Address Validation

The following error/warning messages may be generated. Click on the link for a description of the message.

Address Validation

Address '<address>' is not valid on device '<channel>' '<device>'
Address '<address>' is out of range for the specified device or register
Data type '<type>' is not valid for device address '<address>'

Device address '<address>' contains a syntax error

Device address '<address>' is Read Only

Address '<address>' is not valid on device '<channel>"' '<device>'

Error Type:
Warning

Possible Cause:
A scan tag with an invalid address was sent to the driver for initialization.

Solution:
Correct the address in the invalid tag.

Address '<address>' is out of range for the specified device or register

Error Type:
Warning

Possible Cause:

A tag address that has been specified statically references a location that is beyond the range of supported loca-
tions for the device.

Solution:
Verify that the address is correct; if it is not, re-enter the address in the client application.

Data type '<type>'is not valid for device address '<address>'

Error Type:
Warning

Possible Cause:
A tag address that has been specified statically has been assigned an invalid data type.

Solution:
Modify the requested data type in the client application.

Device address '<address>' contains a syntax error

Error Type:
Warning

Possible Cause:
A tag address that has been specified statically contains one or more invalid characters.

Solution:
Re-enter the address in the client application.
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Device address '<address>' is Read Only

Error Type:
Warning

Possible Cause:
A tag address that has been specified statically has a requested access mode that is not compatible with what the
device supports for that address.

Solution:
Change the access mode in the client application.

Authentication Error Messages

The following error/warning messages may be generated. Click on the link for a description of the message.

Authentication Error Messages

Secure Authentication Failure on Device '<channel.device>'. Device does not support the function
code (IIN2.0)

Secure Authentication Failure on Device '<channel.device>'. Key Status Request communications
failure. Session Keys are not valid

Secure Authentication Failure on Device '<channel.device>'. Key Status Request non-authentic.
Session Keys are not valid

Secure Authentication Failure on Device '<channel.device>'. Aggressive Mode Response indicates
improper authentication

Secure Authentication Failure on Device '<channel.device>'. Challenge Reply indicates improper
authentication

Secure Authentication Failure on Device '<channel.device>'. User= '<User Number>', AssocID=
'<Association ID>', Sequence= '<Sequence Number>'. RX Error Code= '<error code>'-'<error
description>'

Secure Authentication Failure on Device '<channel.device>'. User= '<User Number>', AssocID=
'<Association ID>', Sequence= '<Sequence Number>'. TX Error Code= '<error code>'-'<error
description>'

Secure Authentication failure on Device '<device>'. Key Status Request response status code:
'<status code>'

Secure Authentication Failure on Device '<channel.device>'. Device does not
support the function code (IIN2.0)

Error Type:
Warning

Possible Cause:
The device is not configured to support Authentication.

Solution:
Either uncheck the "Enable Authentication" parameter in Device Properties or enable Authentication on the
device.

Secure Authentication Failure on Device '<channel.device>'. Key Status
Request communications failure. Session Keys are not valid

Error Type:
Warning

Possible Cause:

1. The master and slave are not configured to match.
2. Either the master or the slave restarted, and the other is expecting a different session key.

Solution:

1. Ensure that the User Number/Update Key pairs on the master match those in the device.

2. Correct any invalid settings (such as KeyWrap Algorithm). Then, wait for the master to issue the key change
request.
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Secure Authentication Failure on Device '<channel.device>'. Key Status
Request non-authentic. Session Keys are not valid

Error Type:
Warning

Possible Cause:
The Update Keys do not match or there is another issue with encryption configuration.

Solution:
Correct the invalid Update Key for the current User Number.

Secure Authentication Failure on Device '<channel.device>'. Aggressive Mode
Response indicates improper authentication

Error Type:
Warning

Possible Cause:
The Update Keys do not match or there is another issue with encryption configuration.

Solution:
Correct the invalid Update Key for the current User Number.

Secure Authentication Failure on Device '<channel.device>'. Challenge Reply
indicates improper authentication

Error Type:
Warning

Possible Cause:
The Update Keys do not match or there is another issue with encryption configuration.

Solution:
Correct the invalid Update Key for the current User Number.

Note:
The slave rejected the critical request.

Secure Authentication Failure on Device '<channel.device>'. User= '<User

Number>', AssocID= '<Association ID>', Sequence= '<Sequence Number>'. RX

Error Code= '<error code>'-'<error description>'

Error Type:
Warning

Possible Cause:
An error occurred when receiving a message.

Solution:
1. To determine the solution, refer to the code's error description.

Code Number Description

Invalid Information

Unexpected Reply

No Reply

Aggressive Mode Not Supported
HMAC Algorithm Not Supported
Key Wrap Algorithm Not Supported
User Access Denied

Key Change Request Denied

|N|ojn|h|lWIN]|-
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9 Invalid Signature
10 Invalid Certification
11 Unknown User
128..255 Vendor Specific

2. When a User Number is provided, it can be used to confirm that the User Number and Update Key match in the
master and slave.

3. When an Association ID is provided, it can be used to uniquely identify the association between the master and
the slave on which the error occurred. This ID may correspond to different combinations of DNP addresses, IP
addresses, and port numbers (or identifiers on the master and the slave).

4. When a Sequence Number is provided, it can be used to determine which request (such as a Challenge or Key
Change) had the authentication failure.

Secure Authentication Failure on Device '<channel.device>'. User= '<User
Number>', AssocID= '<Association ID>', Sequence= '<Sequence Number>'. TX
Error Code= '<error code>'-'<error description>'

Error Type:
Warning

Possible Cause:
An error occurred when transmitting a message.

Solution:
1. To determine the solution, refer to the code's error description.

Code Number Description

Invalid Information

Unexpected Reply

No Reply

Aggressive Mode Not Supported
HMAC Algorithm Not Supported
Key Wrap Algorithm Not Supported
User Access Denied

Key Change Request Denied
Invalid Signature

Invalid Certification

11 Unknown User

128..255 Vendor Specific

O[N]~ |WIN|=
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2. When a User Number is provided, it can be used to confirm that the User Number and Update Key match in the
master and slave.

3. When an Association ID is provided, it can be used to uniquely identify the association between the master and
the slave on which the error occurred. This ID may correspond to different combinations of DNP addresses, IP
addresses, and port numbers (or identifiers on the master and the slave).

4. When a Sequence Number is provided, it can be used to determine which request (such as a Challenge or Key
Change) had the authentication failure.

Secure Authentication failure on Device '<device>'. Key Status Request
response status code: '<status code>'

Error Type:
Warning

Possible Cause:
An invalid status code was returned in the Key Status Request response from the slave.

Solution:

The status code returned in the error message describes the status of the two Session Keys as known by the
slave. If the status code is 0 ("not used") or 5-255 ("reserved for future use"), determine why the slave is
responding with an unsupported status code in the Object Group 120 variation 5 response.
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Automatic Tag Database Generation Error Messages

The following error/warning messages may be generated. Click on the link for a description of the message.

Automatic Tag Database Generation Error Messages

Unable to add Data Set '<data set index>' on device '<device hame>'. Data Set has '<number of
elements>' elements. The maximum number of elements allowed is '<max elements>'

Unable to generate a tag database for device '<device>'. Channel is not open

Unable to generate a tag database for device '<device>'. Session is not open

Unable to generate a tag database for device '<driver>'. The device is not responding

Unable to read Device Attribute set '<set number>'. No tags added on device '<device>'

Unable to add Data Set '<data set index>"' on device '<device name>'. Data Set
has '<number of elements>"' elements. The maximum number of elements
allowed is '<max elements>'

Error Type:
Informational

Possible Cause:
The data set at the specified index has more than the maximum number of elements allowed.

Solution:
Reduce the data set's number of elements.

Unable to generate a tag database for device '<device>'. Channel is not open

Error Type:
Warning

Possible Cause:
The driver was unable to initialize the communication stack.

Solution:

Reinitialize the driver by right-clicking on the Administration menu and then selecting Reinitialize. If the problem
persists, restart the master.

Unable to generate a tag database for device '<device>'. Session is not open

Error Type:
Warning

Possible Cause:
The driver was unable to initialize the communication stack.

Solution:

Reinitialize the driver by right-clicking on the Administration menu and then selecting Reinitialize. If the problem
persists, restart the master.

Unable to generate a tag database for device '<driver>"'. The device is not
responding

Error Type:
Warning

Possible Cause:

1. The ethernet connection between the device and the Host PC is broken.

2. The communication parameters for the ethernet connection are incorrect.

3. The named device may have been assigned an incorrect Network ID.

4. A device on the channel is unresponsive, due to improper timing settings or a broken communications link.
5. There are multiple channels using DNS host names that resolve to the same IP address.

Solution:
1. Verify the cabling between the DNP master and the DNP slave device.
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2. Verify that the specified communications parameters match those of the device.

3. Verify that the Network ID given to the named device matches that of the actual device.

4. Locate the unresponsive device and then correct the timing settings or fix the broken communications link.
5. Ensure that all channels are using a unique Destination Host.

Unable to read Device Attribute set '<set humber>'. No tags added on device
'<device>'

Error Type:
Warning

Possible Cause:
The device attribute set specified does not exist in the device.

Solution:
Deselect "Standard Device Attributes" and/or "User-Defined Device Attributes" in the Tag Import dialog.

Device Status Messag_jes

The following error/warning messages may be generated. Click on the link for a description of the message.

Device Status Messages

Added '<tag count>' Data Set tag(s)

Data Set write of value '<value to be written>' pending on tag address '<address>' on device
'<device>'

Device '<device>' does not support the LAN Time Sync Style Record Current Time Function Code 24
Device '<device>' indicated an event buffer overflow (IIN 2.3)

Device '<device>' Restarting

Device '<device name>' is not responding

Failed to resolve Destination Host '<host name>' on channel '<channel name>'

The Keep-Alive Interval with UDP Protocol on device '<device>' was overridden

Reached Max Events Per Point for Object Group '<object group>' Point '<data index>"' on Device
'<device>'

Request failed on device '<device>'. Device does not support the function code (IIN2.0)

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. Failed to initialize communication
stack

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. Internal Error occurred

Unable to read point(s) '<OBJ.VAR.IDX - OBJ.VAR.IDX>' on device '<device>'. Failed to initialize
communication stack

Unable to read point(s) '<OBJ.VAR.IDX - OBJ.VAR.IDX>' on device '<device>'. Internal Error
occurred

Unable to receive response from device '<device>' within timeout. Either the request or response
could not be completed or the response is invalid

Unable to write to '<address>' on device '<device>'. Failed to initialize communication stack
Unable to write to '<address>' on device '<device>'. Internal Error occurred

Write complete to Data Set '<index>' on device '<device>'

Added '<tag count>' Data Set tag(s)

Error Type:
Informational

Possible Cause:
If the added tag count for Data Set tags is 0, possible causes may be as follows:

1. There are no data sets defined in the slave.

2. The slave has a mismatched configuration; that is, it may be reporting that it has more prototypes or descrip-
tors than actually have elements defined. When the master requests the prototype or descriptor definition, the
slave then responds with a parameter error because it doesn't have definitions for all of them.

Solution:

1. Either define the data set descriptors in the slave or uncheck the Data Set parameter in Tag Import.

2. Correct the slave so that it reports the actual number of prototypes and descriptors that have elements
defined.
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Data Set write of value '<value to be written>' pending on tag address
'<address>' on device '<device>'

Error Type:
Informational

Possible Cause:

A write occurred to a tag that references a data set element. The value is not displayed in the tag value, but is
pending a write to the data set.

Solution:
The data set write will complete when a Data Set Tag with the sub-type .Set has a Boolean True written to it.

Device '<device>' does not support the LAN Time Sync Style Record Current
Time Function Code 24

Error Type:
Warning

Possible Cause:
The device does not support function code 24 - LAN (which is the specified time synchronization method).

Solution:
In Device Properties | Communications, change the time synchronization setting to Serial.

Note:

Time synchronization will be successful despite the error message. In order to prevent the error message from
occurring, change the setting as described above.

Device '<device>' indicated an event buffer overflow (IIN 2.3)

Error Type:
Warning

Possible Cause:

A response from the device included IIN bytes along with the bit set, indicating that an event buffer overflow con-
dition exists. At least one unconfirmed event was lost because the event buffers did not have enough room to
store the information.

Solution:

1. If many events occur between event polls (and the bit is being set by the slave) decrease the event poll interval
to keep the buffer size small.
2. To avoid logging unnecessary events, adjust the analog point deadband.

See Also:
Event Playback

Device '<device>' Resta rting_j

Error Type:
Information

Possible Cause:
The client wrote a "1" to a Warmrestart or Coldrestart tag.

Solution:
None.

Device '<device name>" is not responding

Error Type:
Serious

Possible Cause:
1. The ethernet connection between the device and the Host PC is broken.
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2. The communications parameters for the ethernet connection are incorrect.

3. The named device may have been assigned an incorrect Network ID.

4. A device on the channel is unresponsive, due to improper timing settings or a broken communications link.
5. There are multiple channels using DNS host names that resolve to the same IP address.

Solution:

1. Verify the cabling between the DNP master and the DNP slave device.

2. Verify that the specified communications parameters match those of the device.

3. Verify that the Network ID given to the named device matches that of the actual device.

4. Locate the unresponsive device and then correct the timing settings or fix the broken communications link.
5. Ensure that all channels are using a unique Destination Host.

See Also:
Timing and Other Considerations

Failed to resolve Destination Host '<host name>"' on channel '<channel name>'

Error Type:
Fatal

Possible Cause:

The channel has been configured to use a DNS host name instead of an IP address. The server cannot resolve the
host name to an IP address.

Solution:
Ensure that the outstation device is online and registered with the domain.

The Keep-Alive Interval with UDP Protocol on device '<device>' was over-
ridden

Error Type:
Warning

Possible Cause:

The XML project file contains a value for the Keep-Alive Interval that is not 0, and the channel protocol is set to
UDP.

Solution:
Change the Keep-Alive Interval in the XML project to 0. Alternatively, change the channel protocol to TCP.

Reached Max Events Per Point for Object Group '<object group>' Point '<data
index>' on Device '<device>'

Error Type:
Warning

Possible Cause:

At least one unconfirmed event was lost because the event buffers did not have enough room to store the infor-
mation.

Reasons:

1. The value specified for the Max Events Per Point parameter is too small to receive all of the events without dis-
carding data.

2. The event poll intervals are too large.

3. Theslaveis logging unnecessary events (such as changes in a floating value).

Solution:

1. Determine the buffer size allowed in the slave, and then set the Max Events Per Point parameter to the same
value (or larger). This driver allows 10000 events per point. The default setting is 100.

2. If many events occur between event polls (and the Max Events Per Point is reached) decrease the event poll
interval to keep the buffer size small.

3. To avoid logging unnecessary events, adjust the analog point deadband.

See Also:
Event Playback
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Request failed on device '<device>'. Device does not support the function code
(IIN2.0)

Error Type:
Warning

Possible Cause:

The device returned IIN bytes in the response with the "Function code not supported” bit set. This indicates that
the device does not support the function code sent by the master in the request.

Solution:
In Channel Diagnostics, check the TX entry that has a similar timestamp as the error in the Event Log to deter-
mine which function code the device is not supporting. The solution depends on the function code.

Note:

For example, if the device should support the "Enable unsolicited responses"” (0x14) function code or the "Dis-
able unsolicited responses" (0x15) function code, correct the configuration in the device. If the device should not
accept the function codes 0x14 or 0x15, change the Class 1, 2, and 3 Unsolicited Mode in Device Properties to
Automatic. For more information on specific function code error messages, refer to Error Descriptions.

Unable to read point(s) '<OBJ.VAR.IDX>"' on device '<device>'. Failed to ini-
tialize communication stack

Error Type:
Fatal

Possible Cause:
The driver was unable to initialize the communication stack.

Solution:
Reinitialize the driver by right-clicking on the Administration menu and selecting Reinitialize. If the problem per-
sists, restart the master.

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>". Internal Error
occurred

Error Type:
Fatal

Possible Cause:
An internal error occurred within the driver.

Solution:
The driver may recover on its own. If the problem persists, restart the master.

Unable to read point(s) '<OBJ.VAR.IDX - OB]J.VAR.IDX>" on device '<device>".
Failed to initialize communication stack

Error Type:
Fatal

Possible Cause:
The driver was unable to initialize the communication stack.

Solution:
Reinitialize the driver by right-clicking on the Administration menu and selecting Reinitialize. If the problem per-
sists, restart the master.

Unable to read point(s) '<OBJ.VAR.IDX - OBJ.VAR.IDX>"' on device '<device>".
Internal Error occurred

Error Type:
Fatal
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Possible Cause:
An internal error occurred within the driver.

Solution:
The driver may recover on its own. If the problem persists, restart the master.

Unable to receive response from device '<device>"' within timeout. Either the
request or response could not be completed or the response is invalid

Error Type:
Warning

Possible Cause:

1. The Response Timeout is too short to allow the slave's integrity or event poll response to complete in time. The
slave may be returning a large number of points, but the timeout elapsed before the data could be received.

2. Thereis an issue with the Authentication settings.

Solution:
1. If the slave has been configured to return a large number of points (such as during a class 0 poll) change the

channel's Response Timeout to a value that will allow the response to complete successfully.
2. Confirm that the Authentication settings in the master match those in the slave.

Notes:
1. The channel's Response Timeout should be as accurate as possible, because it is also the time that the driver

will wait before reporting that the device is not responding.
2. The Device Request Timeout should be greater than the Channel Response Timeout.

See Also:
Timing and Other Considerations

Unable to write to '<address>' on device '<device>'. Failed to initialize com-
munication stack

Error Type:
Fatal

Possible Cause:
The driver was unable to initialize the communication stack.

Solution:
Reinitialize the driver by right-clicking on the Administration menu and selecting Reinitialize. If the problem per-
sists, restart the master.

Unable to write to '<address>' on device '<device>"'. Internal Error occurred

Error Type:
Fatal

Possible Cause:
An internal error occurred within the driver.

Solution:
The driver may recover on its own. If the problem persists, restart the master.

Write complete to Data Set '<index>"' on device '<device>'

Error Type:
Informational

Possible Cause:
A Data Set Tag with the sub-type .Set had a Boolean True written to it while pending writes existed.

Solution:
The pending data set writes have been sent to the device, although they may not have been successful.
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Note:
This message indicates that the write completed and the pending data has been cleared.

Driver Error Messages

The following error/warning messages may be generated. Click on the link for a description of the message.

Driver Error Messages

Winsock initialization failed (OS Error = n)

Winsock shut down failed (OS Error = n)

Winsock V1.1 or higher must be installed to use the DNP Master Ethernet driver

Winsock initialization failed (OS Error = n)

Error Type:

Fatal
OS Error Code |Indication Possible Solution
10091 Indicates that the underlying network subsystem is not | Wait a few seconds and restart the driver.
ready for network communication.
10067 Limit on the number of tasks supported by the Windows | Close one or more applications that may be
Sockets implementation has been reached. using Winsock and restart the driver.

Winsock shutdown failed (OS Error = n)
Error Type:

Fatal

OS Error Code |Possible Solution

10036 The network subsystem is still busy with unfinished processing. Wait
a few seconds and restart the driver.

10050 The network subsystem has failed. For more information, contact the
network administrator.

10093 The network subsystem was not initialized before the shutdown was
attempted. Wait a few seconds and try again.

Winsock V1.1 or higher must be installed to use the DNP Master Ethernet
driver

Error Type:
Fatal

Possible Cause:
The version number of the Winsock DLL found on the system is less than 1.1.

Solution:
Upgrade Winsock to version 1.1 or higher.

DNP Specific Error Messages

The following error/warning messages may be generated. Click on the link for a description of the message.

DNP Specific Error Messages
Read Errors
Write Errors

Read Errors

The following error/warning messages may be generated. Click on the link for a description of the message.

Read Errors
The returned value for tag address '<tag address>' in device '<device name>' has a length of zero.
The tag value cannot be set

www. kepware.com



64

DNP Master Ethernet Driver Help

The returned value of '<date returned value>' for tag address '<address>' in device '<device>' is
invalid for the '<data type>' tag

The returned value of '<returned numeric value>' for tag address '<address>' in device '<device>'
is invalid for the '<data type>' tag data type

The returned value of '<returned numeric value>' for tag address '<address>' in device '<device>'
is out of range for the '<data type>' tag data type

The returned value of '<returned string value>' for tag address '<address>' in device '<device>' is
invalid for the '<data type>' tag data type

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. An abnormal condition exists in the
device (IIN1.6)

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. Device detected corrupt con-
figuration (IIN2.5)

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. Device does not support a point in
the range or other parameter error (IIN2.2)

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. Device does not support requested
operation for objects in the request (IIN2.1)

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. Device does not support the func-
tion code (IIN2.0)

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. Device reports that some output
points are in local mode (IIN1.5)

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. Device reports that the operation is
already executing (IIN2.4)

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. Session shutting down or duplicate
request

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. Unrecognized Object returned in
Response

Unable to read point(s) '<OBJ.VAR.IDX - OBJ.VAR.IDX>' on device '<device>'. An abnormal con-
dition exists in the device (IIN1.6)

Unable to read point(s) '<OBJ.VAR.IDX — OBJ.VAR.IDX>' on device '<device>'. Device detected cor-
rupt configuration (IIN2.5)

Unable to read point(s) '<OBJ.VAR.IDX — OBJ.VAR.IDX>' on device '<device>'. Device does not sup-
port a point in the range or other parameter error (IIN2.2)

Unable to read point(s) '<OBJ.VAR.IDX - OBJ.VAR.IDX>' on device '<device>'. Device does not sup-
port requested operation for objects in the request (IIN2.1)

Unable to read point(s) '<OBJ.VAR.IDX - OBJ.VAR.IDX>' on device '<device>'. Device does not
support the function code (IIN2.0).

Unable to read point(s) '<OBJ.VAR.IDX — OBJ.VAR.IDX>' on device '<device>'. Device reports that
some output points are in local mode (IIN1.5)

Unable to read point(s) '<OBJ.VAR.IDX - OBJ.VAR.IDX>' on device '<device>'. Device reports that
the operation is already executing (IIN2.4)

Unable to read point(s) '<OBJ.VAR.IDX - OBJ.VAR.IDX>' on device '<device>'. Session shutting
down or duplicate request

Unable to read point(s) '<OBJ.VAR.IDX — OBJ.VAR.IDX>' on device '<device>'. Unrecognized
Object returned in Response

Unable to read set '<set index>' of object group '<object group>' on device '<device>'. An abnor-
mal condition exists in the device (IIN1.6)

Unable to read set '<set index>' of object group '<object group>' on device '<device>'. Device
detected corrupt configuration (IIN2.5)

Unable to read set '<set index>' of object group '<object group>' on device '<device>'. Device does
not support a point in the range or other parameter error (IIN2.2)

Unable to read set '<set index>' of object group '<object group>' on device '<device>'. Device does
not support requested operation for objects in the request (IIN2.1)

Unable to read set '<set index>' of object group '<object group>' on device '<device>'. Device does
not support the function code (IIN2.0)

Unable to read set '<set index>' of object group '<object group>' on device '<device>'. Device
reports that some output points are in local mode (IIN1.5)

Unable to read set '<set index>' of object group '<object group>' on device '<device>'. Device
reports that the operation is already executing (IIN2.4)

Unable to read set '<set index>" of object group '<object group>' on device '<device>'. Session
shutting down or duplicate request

Unable to read set '<set index>' of object group '<object group>' on device '<device>'. Unrec-
ognized Object returned in Response
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Unable to read tag '<address>' on device '<device>'. Element Index '<variation>' is not defined in
Data Set '<index>'

Unable to read tag '<address>' on device '<device>'. No definition for Data Set '<index>'

Unable to read tag '<address>' on device '<device>'. Response missing data

The returned value for tag address '<tag address>' in device '<device name>'
has a length of zero. The tag value cannot be set

Error Type:
Warning

Possible Cause:
The tag has addressed an element that has been defined in the slave with a data length of zero.

Solution:
Increase the data length to an appropriate value for the data type.

The returned value of '<date returned value>' for tag address '<address>"' in
device '<device>'is invalid for the '<data type>' tag data type

Error Type:
Warning

Possible Cause:
The device has configured the device attribute variation or data set element as a Date value, but the tag's data
type is not Date.

Solution:
Change the tag's data type to Date.

The returned value of '<returned numeric value>"' for tag address '<address>'
in device '<device>' is invalid for the '<data type>' tag data type

Error Type:
Warning

Possible Cause:
The device has configured the device attribute variation or data set element as a numeric value, but the tag's data
type is String.

Solution:
Change the tag's data type to the appropriate numeric type.

The returned value of '<returned numeric value>' for tag address '<address>'
in device '<device>'is out of range for the '<data type>' tag data type

Error Type:
Warning

Possible Cause:
The device has configured the device attribute variation or data set element as a data type that is out of range for
the data type of the tag.

Solution:
Change the tag's data type to match the data type configured in the slave.

The returned value of '<returned string value>' for tag address '<address>' in
device '<device>' is invalid for the '<data type>' tag data type

Error Type:
Warning

Possible Cause:
The device has configured the device attribute variation or data set element as a String, but the tag's data type is
numeric.
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Solution:
Change the tag's data type to String.

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>"'. An abnormal
condition exists in the device (IIN1.6)

Error Type:
Warning

Possible Cause:
An abnormal condition has occurred that is specific to the device.

Solution:
Resolve any hardware issues found in the slave.

Unable to read point(s) '<OBJ.VAR.IDX>"' on device '<device>'. Device
detected corrupt configuration (IIN2.5)

Error Type:
Warning

Possible Cause:
The device has detected that its configuration is corrupt.

Solution:
Reconfigure the slave.

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. Device does not
support a point in the range or other parameter error (IIN2.2)

Error Type:
Warning

Possible Cause:

1. The device does not support a point in the specified range.
2. The device does not understand the parameters sent in the request.

Solution:
Change the point(s) to one supported by the slave.

Unable to read point(s) '<OBJ.VAR.IDX>"' on device '<device>'. Device does not
support requested operation for objects in the request (IIN2.1)

Error Type:
Warning

Possible Cause:
The device does not support the requested operation for the objects in the request.

Solution:
Verify that the slave supports the requested operation.

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. Device does not
support the function code (IIN2.0)

Error Type:
Warning

Possible Cause:
The device does not support the function code.

Solution:
None.
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Note:
For more information, refer to the device's documentation.

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. Device reports
that some output points are in local mode (IIN1.5)

Error Type:
Warning

Possible Cause:
Some output points are in local mode.

Solution:
Correct the mode in the slave's configuration.

Note:
For more information, refer to the device's documentation.

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. Device reports
that the operation is already executing (IIN2.4)

Error Type:
Warning

Possible Cause:
The specified point is being acted upon by another client.

Solution:

1. Stop the other client from acting upon the points.
2. Delay the operation of the points.

Unable to read point(s) '<OBJ.VAR.IDX>' on device '<device>'. Session shut-
ting down or duplicate request

Error Type:
Warning

Possible Cause:
The client disconnected while a transaction was in progress.

Solution:
Confirm that the connection between the master and the slave is okay.

Unable to read point(s) '<OBJ.VAR.IDX>"' on device '<device>'. Unrecognized
Object returned in Response

Error Type:
Warning

Possible Cause:
The response from the slave contains something that is unrecognized. This does not include function codes or
objects, which have their own error messages. For more information, refer to the list below.

1. The qualifier may be incorrect or unsupported.

2. The length of the response may not match the length that was expected.

3. For Object Group 87 - Data Sets reads, this error may mean that more elements are in the data set than are
allowed.

Solution:

1. Review the Channel Diagnostics to find which qualifier is being used in the response from the slave. Then,
check the object's implementation table to see if that qualifier is supported. If it is not, determine whether the
slave can be configured to use a supported qualifier for the object or function code.
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2. Review the Channel Diagnostics to find if the length reported in the response matches the number of bytes
actually sent from the slave, or if the checksum was calculated correctly. Then, determine whether a faulty con-
nection is causing the missing bytes and correct as necessary.

3. If the tag is a Data Set Tag of Object Group 87 and the data set has more than 32 elements, reduce the number
of elements in the data set on the slave.

Unable to read point(s) '<OBJ.VAR.IDX - OBJ.VAR.IDX>" on device '<device>".
An abnormal condition exists in the device (IIN1.6)

Error Type:
Warning

Possible Cause:
An abnormal condition has occurred that is specific to the device.

Solution:
Resolve any hardware issues found in the slave.

Unable to read point(s) '<OBJ.VAR.IDX - OBJ.VAR.IDX>"' on device '<device>".
Device detected corrupt configuration (IIN2.5)

Error Type:
Warning

Possible Cause:
The device has detected that its configuration is corrupt.

Solution:
Reconfigure the slave.

Unable to read point(s) '<OBJ.VAR.IDX - OB]J.VAR.IDX>" on device '<device>".
Device does not support a point in the range or other parameter error (IIN2.2)

Error Type:
Warning

Possible Cause:

1. The device does not support a point in the specified range.
2. The device does not understand the parameters sent in the request.

Solution:
Change the points to ones supported by the slave.

Unable to read point(s) '<OBJ.VAR.IDX - OBJ.VAR.IDX>"' on device '<device>".
Device does not support requested operation for objects in the request (IIN2.1)

Error Type:
Warning

Possible Cause:
The device does not support the requested operation for the objects in the request.

Solution:
Verify that the slave supports the requested operation.

Unable to read point(s) '<OBJ.VAR.IDX - OBJ.VAR.IDX>" on device '<device>".
Device does not support the function code (IIN2.0)

Error Type:
Warning

Possible Cause:
The device does not support the function code.
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Solution:
None.

Note:
For more information, refer to the device's documentation.

Unable to read point(s) '<OBJ.VAR.IDX - OBJ.VAR.IDX>"' on device '<device>".

Device reports that some output points are in local mode (IIN1.5)

Error Type:
Warning

Possible Cause:
Some output points are in local mode.

Solution:
Correct the mode in the slave's configuration.

Note:
For more information, refer to the device's documentation.

Unable to read point(s) '<OBJ.VAR.IDX - OBJ.VAR.IDX>"' on device '<device>".

Device reports that the operation is already executing (IIN2.4)

Error Type:
Warning

Possible Cause:
The specified points are being acted upon by another client.

Solution:

1. Stop the other client from acting upon the points.
2. Delay the operation of the points.

Unable to read point(s) '<OBJ.VAR.IDX - OBJ.VAR.IDX>"' on device '<device>".

Session shutting down or duplicate request

Error Type:
Warning

Possible Cause:
The client disconnected while a transaction was in progress.

Solution:
Confirm that the connection between the master and the slave is okay.

Unable to read point(s) '<OBJ.VAR.IDX - OBJ.VAR.IDX>"' on device '<device>".

Unrecognized Object returned in Response

Error Type:
Warning

Possible Cause:
The slave does not support the Read request.

Solution:
Change the request to one supported by the slave.

Unable to read set '<set index>"' of object group '<object group>' on device
'<device>"'. An abnormal condition exists in the device (IIN1.6)

Error Type:
Warning
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Possible Cause:
An abnormal condition has occurred that is specific to the device.

Solution:
Resolve any hardware issues found in the slave.

Unable to read set '<set index>"' of object group '<object group>' on device
'<device>'. Device detected corrupt configuration (IIN2.5)

Error Type:
Warning

Possible Cause:
The device has detected that its configuration is corrupt.

Solution:
Reconfigure the slave.

Unable to read set '<set index>"' of object group '<object group>' on device
'<device>'. Device does not support a point in the range or other parameter
error (IIN2.2)

Error Type:
Warning

Possible Cause:

1. The device does not support a point in the specified range.
2. The device does not understand the parameters sentin the request.

Solution:
Change the points to one supported by the slave.

Unable to read set '<set index>"' of object group '<object group>' on device
'<device>'. Device does not support requested operation for objects in the
request (IIN2.1)

Error Type:
Warning

Possible Cause:
The device does not support the requested operation for the objects in the request.

Solution:
Verify that the slave supports the requested operation.

Unable to read set '<set index>"' of object group '<object group>' on device
'<device>'. Device does not support the function code (IIN2.0)

Error Type:
Warning

Possible Cause:
The device does not support the function code.

Solution:
None.

Note:
For more information, refer to the device's documentation.

Unable to read set '<set index>"' of object group '<object group>' on device
'<device>'. Device reports that some output points are in local mode (IIN1.5)

Error Type:
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Warning

Possible Cause:
Some output points are in local mode.

Solution:
Correct the mode in the slave's configuration.

Note:
For more information, refer to the device's documentation.

Unable to read set '<set index>"' of object group '<object group>' on device
'<device>'. Device reports that the operation is already executing (IIN2.4)

Error Type:
Warning

Possible Cause:
The specified point is being acted upon by another client.

Solution:

1. Stop the other client from acting upon the points.
2. Delay the operation of the points.

Unable to read set '<set index>"' of object group '<object group>' on device
'<device>'. Session shutting down or duplicate request

Error Type:
Warning

Possible Cause:
The client disconnected while a transaction was in progress.

Solution:
Confirm that the connection between the master and the slave is okay.

Unable to read set '<set index>"' of object group '<object group>' on device
'<device>'. Unrecognized Object returned in Response

Error Type:
Warning

Possible Cause:

The response from the slave contains something that is unrecognized. This does not include function codes or
objects, which have their own error messages. For more information, refer to the list below.

1. The qualifier may be incorrect or unsupported.

2. The length of the response may not match the length that was expected.

3. For Object Group 87 - Data Sets reads, this error may mean that more elements are in the data set than are
allowed.

Solution:

1. Review the Channel Diagnostics to find which qualifier is being used in the response from the slave. Then,
check the object's implementation table to see if that qualifier is supported. If it is not, determine whether the
slave can be configured to use a supported qualifier for the object or function code.

2. Review the Channel Diagnostics to find if the length reported in the response matches the number of bytes
actually sent from the slave, or if the checksum was calculated correctly. Then, determine whether a faulty con-
nection is causing the missing bytes and correct as necessary.

3. If the tag is a Data Set Tag of Object Group 87 and the data set has more than 32 elements, reduce the number
of elements in the data set on the slave.

Unable to read tag '<address>' on device '<device>'. Element Index '<var-
iation>"' is not defined in Data Set '<index>'

Error Type:
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Warning

Possible Cause:
The slave does not define this element index within the data set.

Solution:

1. If the element index should be defined, correct the data set in the slave.
2. If the element index is invalid, correct the tag address in the project.

Unable to read tag '<address>' on device '<device>'. No definition for Data Set
'<index>'

Error Type:
Warning

Possible Cause:

1. A data set definition does not exist for the data set index of the .Value tag being read.
2. A data set exchange took place between the master and the slave. A new data set was then added in the slave
unknown to the master.

Solution:

1. Create the data set in the slave.

2. Initiate a data set exchange. To do so, click Device Properties | Tag Import and then select Import Tags.
Alternatively, restart the master.

Unable to read tag '<address>' on device '<device>'. Response missing data

Error Type:
Warning

Possible Cause:
Although the response from the slave indicated success, data for one or more points in the requested range was
not included in the response.

Solution:
Confirm that the points are enabled in the slave.

Note:
For example, if the tag references Object Group 87 - Data Sets, confirm that all data set elements are configured
in the slave with the correct data type and length and that the data set characteristics are correctly configured.

Write Errors

The following error/warning messages may be generated. Click on the link for a description of the message.

Write Errors

Unable to write to '<address>' on device '<device>'. An abnormal condition exists in the device
(IIN1.6)

Unable to write to '<address>' on device '<device>'. Control-Related Status Code '<status code>'
Unable to write to '<address>' on device '<device>'. Device detected corrupt configuration
(IIN2.5)

Unable to write to '<address>' on device '<device>'. Device does not support a point in the range
or other parameter error (IIN2.2)

Unable to write to '<address>' on device '<device>'. Device does not support requested operation
for objects in the request (IIN2.1)

Unable to write to '<address>' on device '<device>'. Device does not support the function code
(IIN2.0)

Unable to write to '<address>' on device '<device>'. Device reports that some output points are in
local mode (IIN1.5)

Unable to write to '<address>' on device '<device>'. Device reports that the operation is already
executing (IIN2.4)

Unable to write to '<address>' on device '<device>'. Select Operate response invalid

Unable to write to '<address>' on device '<device>'. Session shutting down or duplicate request
Unable to write to '<address>' on device '<device>'. Unrecognized Object returned in Response
Unable to write to '<address>' on device '<device>'. Unsupported Operation Type
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Unable to write to '<address>' on device '<device>'. Unsupported Trip-Close Code

Unable to write to '<address>' on device '<device>'. Write value specified is invalid or incomplete

Unable to write to address '<address>' on device '<device>'.

Channel Response Timeout must be

between '<min channel response timeout>' and '<max channel response timeout>'

Unable to write to address '<address>' on device '<device>'.

Destination '<Destination Host>':-

'<Destination Port>' already in use on Channel '<channel>'

Unable to write to address '<address>' on device '<device>'.

Destination Port must be between

'<min source port>' and '<max source port>'

Unable to write to address '<address>' on device '<device>'.

Device Request Timeout must be

between '<min value>' and '<max value>'

Unable to write to address '<address>' on device '<device>'.

Element Index '<variation>' is not

defined in Data Set '<index>'

Unable to write to address '<address>' on device '<device>'.

Event Poll Interval must be between

'<min value>' and '<max value>'

Unable to write to address '<address>' on device '<device>'.

Integrity Poll Interval must be

between '<min value>' and '<max value>'

Unable to write to address '<address>' on device '<device>'.

Master Address '<master address>'

already in use as Slave Address on Device '<device>'

Unable to write to address '<address>' on device '<device>'.

Master Address must be between

'<min master address>' and '<max master address>"

Unable to write to address '<address>' on device '<device>'.

Master and Slave Address cannot be

the same

Unable to write to address '<address>' on device '<device>'.

No definition for Data Set '<index>'

Unable to write to address '<address>' on device '<device>'.

Protocol must be between '<min pro-

tocol>' and '<max protocol>'

Unable to write to address '<address>' on device '<device>'.

Slave Address must be between '<min

slave address>' and '<max slave address>'

Unable to write to address '<address>' on device '<device>'.

Slave Address '<slave address>'

already in use on Device '<device>'

Unable to write to address '<address>' on device '<device>'.

Source Port must be between '<min

source port>' and '<max source port>'

Unable to write to address '<address>' on device '<device>'.

Tag '<data type>' Data type is incom-

patible with the Data Set element '<data type>' Data type

Unable to write to '<address>' on device '<device>'. An abnormal condition

exists in the device (IIN1.6)

Error Type:
Warning

Possible Cause:
An abnormal condition has occurred that is specific to the device.

Solution:
Resolve any hardware issues found in the slave.

Unable to write to '<address>' on device '<device>'. Control-Related Status

Code ' <status code>'

Error Type:
Warning

Possible Cause:

The value written to the .Operate sub-type was not understood by the DNP slave.

Solution:
For information on a specific code number, refer to the table below.

Code Number |Identifier Name Description

0 Success Request accepted, initiated, or queued.

same point was received.

1 Timeout Request not accepted because the operate message was received after the arm
timer timed out. The arm timer was started when the select operation for the
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2 No_Select Request not accepted because no previous matching select request exists. An
operate message was sent to activate an output that was not previously armed
with a matching select message.

3 Format_Error Request not accepted because there were formatting errors in the control request
(either select, operate, or direct operate).

4 Not_Supported Request not accepted because a control operation is not supported for this point.

5 Already_Active Request not accepted because the control queue is full (or the point is already
active).

6 Hardware_Error Request not accepted because of control hardware problems.

7 Local Request not accepted because the Local/Remote switch is in the Local position.

8 Too_Many_Objs Request not accepted because too many objects appeared in the same request.

9 Not_Authorized Request not accepted because of insufficient authorization.

10 Automation_Inhibit | Request not accepted because it was prevented or inhibited by a local automation
process.

11 Processing_Limited | Request not accepted because the device cannot process any more activities than
are presently in progress.

12 Out_Of_Range Request not accepted because the value is outside the acceptable range per-
mitted for this point.

13to 125 Reserved Reserved for future use.

126 Non__Participating Sent in request messages indicating that the outstation will neither issue nor per-
form the control operation.

127 Undefined Request not accepted due to an undefined reason.

Unable to write to '<address>"' on device '<device>'. Device detected corrupt
configuration (IIN2.5)

Error Type:
Warning

Possible Cause:
The device has detected that its configuration is corrupt.

Solution:

Reconfigure the slave.

Unable to write to '<address>' on device '<device>'. Device does not support a
point in the range or other parameter error (IIN2.2)

Error Type:
Warning

Possible Cause:

1. The device does not support a point in the specified range.
2. The device does not understand the parameters sent in the request.

Solution:

Change the tag address to one supported by the slave.

Unable to write to '<address>' on device '<device>'. Device does not support
requested operation for objects in the request (IIN2.1)

Error Type:
Warning

Possible Cause:
The device does not support the requested operation for the objects in the request.

Solution:

Verify that the slave supports the requested operation.
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Unable to write to '<address>"' on device '<device>'. Device does not support
the function code (IIN2.0)

Error Type:
Warning

Possible Cause:
The device does not support the function code.

Solution:
None.

Note:
For more information, refer to the device's documentation.

Unable to write to '<address>"' on device '<device>'. Device reports that some
output points are in local mode (IIN1.5)

Error Type:
Warning

Possible Cause:
Some output points are in local mode.

Solution:
Correct the mode in the slave's configuration.

Note:
For more information, refer to the device's documentation.

Unable to write to '<address>"' on device '<device>'. Device reports that the
operation is already executing (IIN2.4)

Error Type:
Warning

Possible Cause:
The specified address is being acted upon by another client.

Solution:

1. Stop the other client from acting upon the address.
2. Delay the operation of the address.

Unable to write to '<address>' on device '<device>'. Select Operate response
invalid

Error Type:
Warning

Possible Cause:
The device did not return an acceptable response to a Select then Operate request.

Solution:
Verify that the slave is configured to operate on the point.

Unable to write to '<address>' on device '<device>'. Session shutting down or
duplicate request

Error Type:
Warning

Possible Cause:
The client disconnected while a transaction was in progress.
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Solution:
Confirm that the connection between the master and the slave is okay.

Unable to write to '<address>' on device '<device>'. Unrecognized Object
returned in Response

Error Type:
Warning

Possible Cause:
The slave does not support the value being written to the Object Group.

Solution:
Change the value to one supported by the slave.

Unable to write to '<address>"' on device '<device>'. Unsupported Operation
Type

Error Type:
Fatal

Possible Cause:
An invalid DNP operation code was specified when writing to the .Operate.OpType tag.

Solution:
Correct the .Operate.OpType tag's value.

Unable to write to '<address>"' on device '<device>'. Unsupported Trip-Close
Code

Error Type:
Fatal

Possible Cause:
An invalid DNP Trip-Close code was specified when writing to the .Operate.TripCloseCode tag.

Solution:
Correct the .Operate.TripCloseCode tag's value.

Unable to write to '<address>' on device '<device>'. Write value specified is
invalid or incomplete

Error Type:
Warning

Possible Cause:

1. Aninvalid value was written to the Operate.Set, Operate, Object Group 60, Warmrestart, Coldrestart, or data
set .Set Tag.

2. An attempt to write a data set occurred when there was no pending data to be written.

3. An attempt to write a large data set caused the request message to surpass the maximum fragment size.

Solution:

1. Correct the value written to the Operate.Set, Operate, Object Group 60, Warmrestart, Coldrestart, or data set
.Set Tag.

2. Before writing a True to the data set .Set Tag, write data to one or more elements of a data set.

3. Reduce the number of bytes being written to the data set.

Note:
The default maximum master transmit fragment size is 2048 bytes.
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Unable to write to address '<address>' on device '<device>'. Channel
Response Timeout must be between '<min channel response timeout>"' and
'<max channel response timeout>'

Error Type:
Warning

Possible Cause:
The value is out of range.

Solution:
Specify a value within the Channel Response Timeout range of 100 to 3600000 milliseconds.

Unable to write to address '<address>' on device '<device>'. Destination Port
must be between '<min source port>' and '<max source port>'

Error Type:
Warning

Possible Cause:
The value is out of range.

Solution:
Specify a value within the Destination Port range of 1 to 65535.

Unable to write to address '<address>' on device '<device>'. Destination
'<Destination Host >":"<Destination Port>' already in use on Channel '<chan-
nel>'

Error Type:
Warning

Possible Cause:
The Destination Host and the Destination Port specified are already in use.

Solution:
Make sure that each channel in the server project has a unique Destination Host and Destination Port com-
bination.

Unable to write to address '<address>' on device '<device>'. Device Request
Timeout must be between '<min value>' and '<max value>'

Error Type:
Warning

Possible Cause:
The value is out of range.

Solution:
Specify a value within the Device Request Timeout range of 0 to 3600000 seconds.

Unable to write to address '<address>' on device '<device>'. Element Index
'<variation>' is not defined in Data Set '<index>'

Error Type:
Warning

Possible Cause:
The slave does not define this element index within the data set.

Solution:

1. If the element index should be defined, correct the data set in the slave.
2. If the element index is invalid, correct the tag address in the project.
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Unable to write to address '<address>' on device '<device>'. Event Poll Inter-
val must be between '<min value>"' and '<max value>'

Error Type:
Warning

Possible Cause:
The value is out of range.

Solution:
Specify a value within the Event Poll Interval range of 0 to 86400 seconds.

Unable to write to address '<address>"' on device '<device>'. Integrity Poll
Interval must be between '<min value>' and '<max value>'

Error Type:
Warning

Possible Cause:
The value is out of range.

Solution:
Specify a value within the Integrity Poll Interval range of 0 to 2592000 seconds.

Unable to write to address '<address>"' on device '<device>'. Master Address
'<master address>"' already in use as Slave Address on Device '<device>'

Error Type:
Warning

Possible Cause:
The Master Address is already in use as a Slave Address on another device.

Solution:
Specify a Master Address that is uniqgue among all Slave Addresses in the channel.

Unable to write to address '<address>' on device '<device>'. Master Address
must be between '<min master address>' and '<max master address>'

Error Type:
Warning

Possible Cause:
The value is out of range.

Solution:
Specify a value within the Master Address range of 0 to 65519.

Unable to write to address '<address>' on device '<device>'. Master and Slave
Address cannot be the same

Error Type:
Warning

Possible Cause:
The Master Address and Slave Address are the same.

Solution:
Specify unique values for the Master Address and the Slave Address.
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Unable to write to address '<address>' on device '<device>'. No definition for
Data Set '<index>'

Error Type:
Warning

Possible Cause:

1. A data set definition does not exist for the data set index of the write tag.
2. A data set exchange took place between the master and the slave. A new data set was then added in the slave
unknown to the master.

Solution:

1. Create the data set in the slave.
2. Initiate a data set exchange. To do so, click Device Properties | Tag Import and then select Import Tags.
Alternatively, restart the master.

Unable to write to address '<address>' on device '<device>'. Protocol must be
between '<min protocol>' and '<max protocol>'

Error Type:
Warning

Possible Cause:
The value is out of range.

Solution:
Specify a value that is allowed.

Note:
The Protocol value is an enumerated type: a value of 0 corresponds to TCP/IP, and a value of 1 corresponds to
UDP. No other values are allowed.

Unable to write to address '<address>' on device '<device>'. Slave Address
<slave address> already in use on Device '<device>'

Error Type:
Warning

Possible Cause:
The Slave Address is already in use as a Master Address or Slave Address on another device in the channel.

Solution:
Specify a Slave Address that is unique among all Master Addresses and Slave Addresses in the channel.

Unable to write to address '<address>' on device '<device>'. Slave Address
must be between '<min slave address>' and '<max slave address>'

Error Type:
Warning

Possible Cause:
The value is out of range.

Solution:
Specify a value within the Slave Address range of 0 to 65519.

Unable to write to address '<address>' on device '<device>'. Source Port must
be between '<min source port>' and '<max source port>'

Error Type:
Warning

Possible Cause:
The value is out of range.
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Solution:
Specify a value within the Source Port range of 0 to 65535.

Unable to write to address '<address>"' on device '<device>'. Tag '<data
type>' Data type is incompatible with the Data Set element '<data type>' Data
type

Error Type:

Warning

Possible Cause:
The value being written is incompatible with the definition of the data set for that element.

Solution:
Correct the tag's data type so that it matches the data type defined for the element in the data set.
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Device Profile
For more information on a specific section of the Device Profile, select a link from the list below.
Device Identification
Link Layer
Application Layer
Masters Only
Implementation Tables
Note: For a copy of the Device Profile template, refer to DNP.org.
Device Identification
Component | Description Current Value Methods
Device Func- | Masters send DNP requests. Master N/A.
tion
Device Name | This is the model and name of DNP Master Ethernet N/A.
the device, which should be
sufficient to distinguish it from
any other device from the same
organization.
Hardware N/A. - Windows 7 N/A.
Version - Windows Server 2008
- Windows Vista Busi-
ness/Ultimate
- Windows Server 2003
SP2
- Windows XP SP2
- Windows 2000 SP4
Software Ver-| N/A. v.5 N/A.
sion
Device Pro- The version of the Device Profile 3 N/A.
file Document is indicated by a whole
Document number incremented with each
Version new release.
Supported The major version of the WITS Standard implemented by the 1 N/A.
WITS Major |device.
Version
Supported The minor version of the WITS Standard implemented by the 0 N/A.
WITS Minor |device.
Version
DNP Levels The DNP3 level to which the 3 N/A.
Supported device conforms fully. Requests
for Requests | can be indicated independently.
DNP Levels The DNP3 level to which the 3 N/A.
Supported device conforms fully. Responses
for can be indicated independently.
Responses
Supported N/A. N/A. N/A.
Function
Blocks
Notable Addi-| This brief description intends to identify the most obvious fea- |- Enabling and disabling For more infor-
tions tures that the device supports, in addition to the highest sup- unsolicited responses on mation,
ported level of DNP. The complete list of features is described an individual class basis. refer to
in the Implementation Table. - Double-bit Input Address
Objects. Descrip-
- Variations with time for | tions.
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for both Analog Inputs and
Analog Outputs.

- Analog Input Reporting
Deadband.

- Event Objects for Binary
and Analog Outputs.

- Device Attribute Objects
including the Standard
DNP set 0 and User-
defined sets.

- Data Set Objects.

- Authentication.

Methods to N/A. N/A. Methods
Set include .opf
Con- and .xml
figurable project files.*
Parameters
*In addition to custom Channel Properties and Device Properties dialogs.
IP Networking
Component Description |Current Value Methods
IP Type of End Point N/A. TCP Initiating N/A.
UDP Datagram
IP Address N/A. Configurable IP Address. N/A.
IP Accepts TCP Connections N/A. Allows all TCP connections. | N/A.
or UDP Datagrams from:
IP Addresses from which TCP | N/A. B BRI R N/A.
Connections or UDP
Datagrams are Accepted
IP TCP Listen Port Number N/A. Not supported. N/A.
IP TCP Listen Port Number N/A. 20000 Property is located on Device
of Remote Device Communications Property
page.
The destination port ranges
from 1 to 65535.
IP TCP Keep-Alive Timer N/A. N/A. N/A.
IP Local UDP Port N/A. Let the system choose. Property is located on Channel
Communications Property
page.
The source port ranges from
0 to 65535.
IP Destination UDP N/A. 20000 Property is located on Device
Port for DNP3 Communications Property
Requests page.
The destination port ranges from 1 to 65535.
IP Multiple Outstation N/A. Supports multiple. N/A.
Connections - Master
IP Time Synchronization N/A. DNP3 LAN procedure Property is located on Device
Support (function code 24). Communications Property
page.
Link Layer
Component Description Current Value Methods

Data Link Address | This indicates if the link
address
is configurable over the entire

valid range of 0 to 65519.

Ranges from 0 to
65519.

Device
Communications
Property page.

Slave Address property is located on
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Sends Confirmed This is a list of conditions under | Never. N/A.
User Data Frames which the device transmits the
following confirmed link layer
services:
TEST_LINK_STATES
RESET_LINK_STATES
CONFIRMED_USER_DATA
Data Link Layer This timeout applies to any 2 seconds. N/A.
Confirmation Time- | secondary data link message
out that requires a confirmation or
response (such as link reset,
link
status, user data, and so
forth).
Maximum Data This is the number of times that | 3 retries. N/A.
Link Retries the device will retransmit a
frame
that requests Link Layer
confirmation.
Maximum Number | This number includes the 292 N/A.
of checksum. With a length field
Octets Transmitted | of
in 255, the maximum size would
a Data Link Frame be
292.
Maximum Number | This number includes the 292 N/A.
of checksum. With a length field
Octets that can be |of
Received in a Data 255, the maximum size would
Link Frame be
292. The device must be able
to
receive 292 octets to be
compliant.
*Data link addresses OxFFFO through OxFFFF are reserved for broadcast or other special purposes.
Application Layer
Component Description Current Value Methods
Maximum Number of This size does not include any 249 N/A.
Octets Transmitted in transport or frame octets.
an Application Layer Masters must provide a setting
Fragment other than less than or equal to 249.
File Transfer
Maximum Number of N/A. N/A. N/A.
Octets Transmitted in
an Application Layer
Fragment Containing
File Transfer
Maximum Number of This size does not include any 2048 N/A.
Octets that can be transport or frame octets.
Received in an Masters must provide a setting
Application Layer greater than or equal to 2048.
Fragment
Timeout waiting for Timeout if all frames of a N/A. N/A.

Complete Application
Layer Fragment

message fragment are not
received in the specified time. It
is measured from the time that
the first frame of a fragment is
received until the last frame is
received.
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Maximum Number of N/A. N/A. N/A.
Objects Allowed in a
Single Control Request
for CROB (g12)
Maximum Number of N/A. N/A. N/A.
Objects Allowed in a
Single Control
Request for Analog
Outputs (g41)
Maximum Number of N/A. N/A. N/A.
Objects Allowed in a
Single Control
Request for Data
Sets (g85, 86, 87)
Supports Mixing N/A. N/A. N/A.
Object Groups* in the
Same Control Request
*AOBs, cROBs, and Data Sets.
Masters Only
Component Description Current Value Methods
Timeout Waiting for Timeout on Master if all 10000 ms. Property is located on
Complete Application fragments of a response the Channel
Layer Response message are not received in the Communications
specified time. Property page.
Supported response
timeouts are 100 to
3600000.
Maximum Application This is the number of times a None. N/A.
Layer Retries for Master will retransmit an
Request Messages application layer request
message if a response is not
received. This parameter must
never cause a Master to
retransmit control or time sync
messages.
Incremental Timeout N/A. None. N/A.

Waiting for First or
Next Fragment of an
Application Layer
Response

Implementation Tables

The following implementation tables identify which Object Groups and variations, function codes, and qualifiers
are supported by the Master in both requests and responses. The Request columns identify all requests that may
be sent by the Master, or all requests that must be parsed by a Slave. The Response columns identify all

responses that must be parsed by the Master, or all responses that may be sent by a Slave.

Note 1: Both the Request Function Code and the Response Function Code are in decimal.

Code | Description

Read.

Write.

Select.

Operate.

Direct operate.

AlU|hA|WIN|+-

edgment.

Direct operate, no acknowl-
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20 Enable unsolicited responses.
21 Disable unsolicited responses.
32 Authentication request.
129 |Response.
130 |Unsolicited response.
131 | Authentication response.
Note 2: Both the Request Qualifier Code and the Response Qualifier Code are in hexadecimal.
Code Description
00 8 bit start-stop.
01 16 bit start-stop.
06 No range, or all.
07 8 bit limited quantity.
08 16 bit limited quantity.
17 8 bit index.
18 16 bit index.
5B Free format.
Object Group 0 - Device Attributes
.- . Request Request Response Response Qual-
bl it Function Code | Qualifier Codes | Function Codes |ifier Codes
1-253 Standard Set 0 and User |1 00, 06 129 00, 17
Defined Sets. 00 N/A. N/A.
254 Non-specific all attrib- 1 00, 06 129 00, 17
utes request.
255 List of attribute var- 1 00, 06 129 00, 5B
iations.
Object Group 1 - Binary Inputs
P L .. Request Request Response Response Qualifier
AL sl Function Code | Qualifier Codes | Function Codes |Codes
0 Any variation. 1 00, 01, 06 N/A. N/A.
1 Packed format. 1 00, 01, 06 129 00, 01
2 With flags. 1 00, 01, 06 129 00, 01
Object Group 2 - Binary Input Event
.. . Request Request Response ie:
Variation |Description Function Code | Qualifier Codes | Function Codes Response Qualifier Codes
0 Any variation. N/A. N/A. N/A. N/A.
1 Without time. N/A. N/A. 129, 130 17, 28
2 With absolute time. | N/A. N/A. 129, 130 17, 28
3 With relative time. N/A. N/A. 129, 130 17, 28
Object Group 3 - Double Bit Inputs
. . Request Request Response ie-
Variation |Description Function Code | Qualifier Codes | Function Codes Response Qualifier Codes
0 Any variation. 1 00, 01, 06 N/A. N/A.
1 Packed format. |1 00, 01, 06 129 00, 01
2 With flags. 1 00, 01, 06 129 00, 01
Object Group 4 - Double-bit Binary Input Event
. . Request Request Response i e:
Variation |Description Function Code | Qualifier Codes | Function Codes Response Qualifier Codes
0 Any variation. N/A. N/A. N/A. N/A.
1 Without time. N/A. N/A. 129, 130 17, 28
2 With absolute time. | N/A. N/A. 129,130 17,28
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[3 [ with relative time. [ N/A. [ N/A. [129, 130 [17, 28
Object Group 10 - Binary Outputs
P .. Request Request Response Response Qualifier
Variation Description Function Code | Qualifier Codes | Function Codes | Codes
0 Any variation. 1 00, 01, 06 N/A. N/A.
1 Packed format. 1 00, 01, 06 129 00, 01
2 Output status with 1 00, 01, 06 129 00, 01
flags.
Object Group 11 - Binary Output Events
Gl Request Response
Variation |Description CF:dr;ctlon Qualifier Codes | Function Codes Response Qualifier Codes
0 Any variation. N/A. N/A. N/A. N/A.
1 Status without time. | N/A. N/A. 129, 130 17, 28
2 Status with time. N/A. N/A. 129, 130 17, 28
Object Group 12 -Binary Command
P o Request Request Response -
Variation |Description Function Code | Qualifier Codes | Function Codes Response Qualifier Codes
1 Control relay output | 3, 4, 5, 6 17, 28 129 Echo of request.
block (CROB).
Object Group 20 - Counters
. . Request Request Response i e:
Variation |Description Function Code | Qualifier Codes | Function Codes Response Qualifier Codes
0 Any variation. 1 00, 01, 06 N/A. N/A.
1 32-bit with flag. 1 00, 01, 06 129 00, 01
2 16-bit with flag. 1 00, 01, 06 129 00, 01
5 32-bit without flag. |1 00, 01, 06 129 00, 01
6 16-bit without flag. | 1 00, 01, 06 129 00, 01
Object Group 21 - Frozen Counters
.. L .. Request Request Response Response Qualifier
Eepatee ol Function Code | Qualifier Codes | Function Codes |Codes
0 Any variation 1 00, 01, 06 N/A. N/A.
1 32-bit with flag. 1 00, 01, 06 129 00, 01
2 16-bit with flag. 1 00, 01, 06 129 00, 01
5 32-bit with flag and 1 00, 01, 06 129 00, 01
time.
6 16-bit with flag and 1 00, 01, 06 129 00, 01
time.
9 32-bit without flag. 00, 01, 06 129 00, 01
10 16-bit without flag. 00, 01, 06 129 00, 01
Object Group 22 - Counter Event
- .. Request Request Response Response Qualifier
L Lits Rl s ] Function Code | Qualifier Codes | Function Codes |Codes
0 Any variation. N/A. N/A. N/A. N/A.
1 32-bit with flag. N/A. N/A. 129, 130 17, 28
2 16-bit with flag. N/A. N/A. 129, 130 17, 28
5 32-bit with flag and N/A. N/A. 129,130 17, 28
time.
6 16-bit with flag and N/A. N/A. 129,130 17, 28
time.

Object Group 23 - Frozen Counter Event
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- — R t R t R n R n lifier
L Liks Gl L ] Feth:;?on Code Qe::l?fsier Codes Feus::ti:: Codes Cifi':; =€ Qualifie
0 Any variation. N/A. N/A. N/A. N/A.
1 32-bit with flag. N/A. N/A. 129, 130 17,28
2 16-bit with flag. N/A. N/A. 129, 130 17,28
5 32-bit with flag and N/A. N/A. 129, 130 17,28
time.
6 16-bit with flag and N/A. N/A. 129, 130 17,28
time.
Object Group 30 - Analog Input
Request Request Response s
Variation Description Fuqnction Q:alifier Fu:ction s ponssiQua LIy
Code Codes Codes Cocss
0 Any variation. 1 00, 01, 06 N/A. N/A.
1 32-bit with flag. 1 00, 01, 06 129 00, 01
2 16-bit with flag. 1 00, 01, 06 129 00, 01
3 32-bit without flag. 1 00, 01, 06 129 00, 01
4 16-bit without flag. 1 00, 01, 06 129 00, 01
5 Single-precision float- 1 00, 01, 06 129 00, 01
ing-
point with flag.
6 Double-precision float- |1 00, 01, 06 129 00, 01
ing-
point with flag.
Object Group 32 - Analog Input Event
Request Request Response ie:
Variation |Description Fuqnction Q:alifier Fu:ction bl IO
Code Codes Codes Cocss
0 Any variation. N/A. N/A. N/A. N/A.
1 32-bit without time. N/A. N/A. 129,130 17, 28
2 16-bit without time. N/A. N/A. 129,130 17,28
3 32-bit with time. N/A. N/A. 129,130 17, 28
4 16-bit with time. N/A. N/A. 129, 130 17,28
5 Single-precision floating- | N/A. N/A. 129, 130 17,28
point without time.
6 Double-precision float- N/A. N/A. 129, 130 17,28
ing-
point without time.
7 Single-precision floating- | N/A. N/A. 129, 130 17,28
point with time.
8 Double-precision float- N/A. N/A. 129, 130 17,28
ing-
point with time.
Object Group 34 - Analog Inputs Deadband
Request Request Response s e
Variation |Description Fuqnction Q:alifier Fu:ction SO CpElEy
Code Codes Codes Eodes
0 Any variation. 1 00, 01, 06 N/A. N/A.
1 16-bit. 1 00, 01, 06 129 00, 01
2 00, 01 N/A. N/A.
2 32-bit. 1 00, 01, 06 129 00, 01
2 00, 01 N/A. N/A.
3 Single-precision float- 1 00, 01, 06 129 00, 01
ing- 2 00, 01 N/A. N/A.
point.
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Object Group 40 - Analog Outputs

- P Reque§t Requc_es_t Resporrse Response Qualifier
Variation |Description Function Qualifier Function
Code Codes Codes Eodes
0 Any variation. 1 00, 01, 06 N/A. N/A.
1 32-bit with flag. 1 00, 01, 06 129 00, 01
2 16-bit with flag. 1 00, 01, 06 129 00, 01
3 Single-precision floating- | 1 00, 01, 06 129 00, 01
point with flag.
4 Double-precision float- 1 00, 01, 06 129 00, 01
ing-
point with flag.
Object Group 41 - Analog Output Status
Re t R t R n s
Variation |Description Fuqnucet?on Qe::l?fsier Feus::tits)rel GO (el
Code Codes Codes ERdes
1 32-bit. 3,4,5,6 17, 28 129 Echo of request.
2 16-bit. 3,4,5,6 17, 28 129 Echo of request.
3 Single-precision floating- | 3, 4, 5, 6 17, 28 129 Echo of request.
point.
4 Double-precision float- 3,4,5,6 17, 28 129 Echo of request.
ing-
point.
Object Group 42 - Analog Output Event
Request Re t R n oo
Variation |Description Fuqnction Q::I?:ier Fel.ls::ti(s)rel LT (el ey
Code Codes Codes ERdes
0 Any variation. N/A. N/A. N/A. N/A.
1 32-bit without time. N/A. N/A. 129, 130 17,28
2 16-bit without time. N/A. N/A. 129, 130 17,28
3 32-bit with time. N/A. N/A. 129, 130 17,28
4 16-bit with time. N/A. N/A. 129, 130 17,28
5 Single-precision floating | N/A. N/A. 129, 130 17, 28
point without time.
6 Double-precision float- N/A. N/A. 129, 130 17, 28
ing-
point without time.
7 Single-precision floating- | N/A. N/A. 129,130 17,28
point with time.
8 Double-precision float- N/A. N/A. 129, 130 17, 28
ing-
point with time.
Object Group 50 - Time and Date
. . Reque§t Request Response e
Variation |Description CF:dneCtlon Qualifier Codes | Function Codes Response Qualifier Codes
1 Absolute time. 1 07 129 07
2 07 N/A. N/A.
3 Absolute time at last | 2 07 N/A. N/A.
recorded time.
Object Group 51 - Time and Date CTO
Request Request - s
Variation |Description Fuqnction Q:alifier Response Function Sl e ORI
Code Codes Codes Codes
1 Absolute time, N/A. N/A. 129, 130 07
synchronized.
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2 Absolute time, N/A. N/A. 129, 130 07
unsynchronized.
Object Group 52 - Time Delay
Request Request . -
Variation |Description Function Qualifier ] e UG L e
Codes Codes
Code Codes
1 Coarse. N/A. N/A. 129 07
2 Fine. N/A. N/A. 129 07
Object Group 60 - Class Poll Data Request
.- A Request Request Response Response
Raatiol i) Function Code Qualifier Codes Function Code Qualifier Codes
1 Class 0 data. 1 06 N/A. N/A.
Class 1 data. 1 06, 07, 08 N/A. N/A.
20 06 N/A. N/A.
21 06 N/A. N/A.
3 Class 2 data. 1 06, 07, 08 N/A. N/A.
20 06 N/A. N/A.
21 06 N/A. N/A.
4 Class 3 data. 1 06, 07, 08 N/A. N/A.
20 06 N/A. N/A.
21 06 N/A. N/A.
Object Group 80 - Internal Indications
.. A Request Request Response i e:
Variation |Description Function Code | Qualifier Codes | Function Codes Response Qualifier Codes
1 Packed format. |1 00, 01 129 00, 01
Object Group 85 - Data Set Prototype
. .. . .. Request Request Response s
Variation |Description Function Code | Qualifier Codes | Function Codes Response Qualifier Codes
1 With UUID. 1 06 129 5B
Object Group 86 - Data Set Descriptor
- . .- Request Request Response -
Variation |Description Function Code | Qualifier Codes | Function Codes Response Qualifier Codes
1 Data Set contents. |1 06 129 5B
Object Group 87 - Data Set Present Value
P . Request Request Response s
Variation |Description Function Code | Qualifier Codes | Function Codes Response Qualifier Codes
1 Present Value. |1 00, 01, 06 129 5B
2 00, 01 N/A. N/A.
Object Group 88 - Data Set Snapshot
A P Request Request Response ie:
Variation |Description Function Code | Qualifier Codes | Function Codes Response Qualifier Codes
1 Data Set Snapshot. | N/A. N/A. 129, 130 5B
Object Group 110 - Octet String Object
. . Request Request Response ie-
Variation |Description Function Code | Qualifier Codes | Function Codes Response Qualifier Codes
1 String 1 00, 01, 06 129 00, 01
Object Group 120 - Authentication Object
Request Request Response
Variation |Description Function Qualifier Function Response Qualifier Codes
Code Codes Codes
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1 Challenge. 32 5B 131 5B

2 Reply. 32 5B 131 5B

3 Aggressive Mode 1,2,3,4,5,6, |07 N/A. N/A.
Request. 20, 21

4 Session Key Status 32 07 N/A. N/A.
Request.

5 Session Key Status. | N/A. N/A. 131 5B

6 Session Key Change. | 32 5B N/A. N/A.

7 Error. 32 5B 131 5B

9 HMAC. 32 5B N/A. N/A.
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